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System-Reliability Co-Design 
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(Before FORCES) 
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 Interdependencies due to 

 Network induced risks 

 DDOS, deception attacks 

 Wide use of COTS ICT components 

 Correlated bugs & failure points 

 Expect increased interdependencies 

 Observation: Suboptimal incentives to invest in security due to 

 Public good nature (Varian, 2002) 

 Information deficiencies (Teneketzis) 

 Property right deficiencies and high enforcement costs (Schwartz) 

 How to jointly model control and incentives in co-design process: 

 

System-Security Co-Design 
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 Manufacturers 

 Consumers / Users 

 Average / regular users 

 System operators 

 Specialists 

 Hackers – users, whose objectives differ from legit users’ 
objectives 

 Government(s) 

 

Whose Incentives Matter in Co-Design? 
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Economic literature focuses on manufacturer and operator incentives, 
but does not consider constraints imposed by closed-loop control.  
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Interdependence for Network Control Systems 
(NCS) 
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Game with Interdependent Security 
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Individual optima (Nash eq) and Social optima 
=> Implications for reconfiguration and co-design? 
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Open loop stable NCS 

Open loop unstable NCS 
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Reconfiguration is Essential for Resilient Control 
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 Change modes of operation of Detection and Regulation 

- Diagnosis, Response and Reconfiguration forms a supervisory control 
mechanism – used in hierarchical control approaches (e.g. Pappas, Tabuada)  

  Re-synthesize implementation architecture  

- Provide interface for changing required security policies 

- Provide models of information flows required to be implemented 

- Provide models for security and performance characteristics of 
communication links and computing devices 

- Provide precise specification for the reconfiguration space 

- Develop methods for remapping the information architecture to the 
implementation architecture subject to functional, performance, timing 
and security constraints  

Objectives of Reconfiguration 
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Co-design Problem 
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System-Security Codesign 
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System – Security Co-design 
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Tool Integration Framework:   
OpenMETA Tool Suite 
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Master Interpreter 

Tool Architecture 
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Modeling & Model Integration 
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