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Networked Cyber-Physical Systems (NCPS) present many challenges that are not suitably addressed by existing distributed computing paradigms. They must be reactive and maintain an overall situation awareness that emerges from partial distributed knowledge. They must achieve system goals through local, asynchronous actions, using (distributed) control loops through which the environment provides essential feedback. Typical NCPS are open, dynamic, and heterogeneous in many dimensions, and often need to be rapidly instantiated and deployed for a given mission. Although work on cyber-physical systems is often concerned with the engineering challenge of integrating software with the physical world, it is becoming increasingly clear that more fundamental work is needed to address the problem in a unifying and systematic way.

Our work is motivated by the observation that especially in challenging environments, that exhibit many forms of unreliability and failures, the physical world imposes severe limitations on how distributed algorithms can operate. We believe that traditional models of distributed computing are too abstract and, in fact, often too powerful to provide an adequate foundation. Inspired by earlier work on delay- and disruption-tolerant networking, we have developed a distributed computing model based on partially ordered knowledge sharing that makes very few assumptions about the underlying network, its topology, and its characteristics. A distinguishing feature of our model is the use of a partial order to exploit the abstract semantics of knowledge allowing it to be updated in a distributed fashion while being cached in the network. A prototype of the model has been implemented in what we call a cyber-application framework that can support simulation and analysis of NCPS applications as well as their deployment on, e.g. multi-processor/multi-core architectures, computing clusters of various flavors, mobile ad hoc networks, and combinations. 

On top of this loosely coupled distributed computing model, we are currently pursuing a declarative approach to provide an abstraction from the high complexity of NCPS and avoid error-prone and time-consuming low-level programming.  Our long-term goal is to develop a distributed computational and logical foundation that supports a wide spectrum of system operation between autonomy and cooperation to adapt to resource constraints, in particular to limitations of computational, energy, and networking resources.  As a first step we have developed a logical framework for NCPS that combines distributed reasoning and asynchronous control in space and time. In an abstract simulation study, we have applied our logical framework in the context of networked mobile robot teams that operate in an abstract instrumented cyber-physical space with sensors.

