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Motivation
•Emergence of heterogeneous multi-scale spa-

tial sensor data in cyber-physical electric
energy systems
–Synchrophasor data (transmission level)
–Smart meter data (distribution level)

•Smart grid cyber security and privacy
–Data integrity attack on physical and eco-

nomical grid operations [1], [2]
–Violation of consumer privacy by monitor-

ing energy usage data maliciously [3]

•Need fornovel frameworksandalgorithms
to analyze and designrobust cyber-physical
electric energy systemsagainst bad/malicious
multi-scale spatial data

Figure 1: Smart grid operations based on ad-
vanced grid sensor data

Proposed Research Goals
The proposed research is conducted along the
following directions related to (1)data qual-
ity , (2) data integrity and (3)data privacy:

(a)develop a unified system-wide monitoring
tool for multi-scale spatial griddata qual-
ity analysis

(b)create a resilient multi-area state estimation
architecture and sensing/communication sys-
tem to mitigate the risk ofdata integrity
attack

(c)develop a noveldata privacy-preserving al-
gorithm and infrastructure to prevent mali-
cious energy consumption monitoring
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* EMS/MMS: Energy/Market Management System, DMS: Distribution Management System
* µGEMS/BEMS/HEMS: Micro Grid/Building/Home Energy Management System

Figure 2: Multi-Scale Spatial Model for Electric Power Gridand Grid Management System

Data Quality-Aware
Multi-Scale Decision Making

Goal: development of a unified framework
for multi-scale spatial data quality analysis

•Design of interface between heterogeneous
grid management systems

–Definition of exchanged data type

•Proposal of performance metric to assess multi-
scale spatial data quality

–E.g., three-level KKT condition perturba-
tion approach-based sensitivity matrixS:
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I πMMS: state variable in MMS
I x̂EMS: (estimated) state variable in EMS
I ŷDMS: (estimated) state variable in DMS
I zDATA : sensor data for DMS

Data Integrity-Resilient
Power System State Estimation

Goal: development of attack-resilient multi-
area state estimation
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(a)ALCA does not overlap ERSA
False data inA4 affects the residuals inA3

→ malfunction of bad data detection inA3

(b)ALCA completely includes ERSA
False data inA4 are localized inE4,E5jA4

→ a novel sensor placement strategyre-
quired

Data Privacy-Preserving Model
for Smart Metering

Goal: design of privacy protocol and algo-
rithm for smart metering
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•Additive noise-based statistical smart meter-
ing model for data privacy (e.g., Gaussian
mixture model)

•Development of method for LSE’ estimating
spatial and temporal aggregated energy con-
sumption from corrupted meter data

Potential Impact on CPS
Reliable, economical and secure cyber-physical
electric energy systems can be analyzed and
operated by the proposed frameworks and al-
gorithms:

•A unified system-wide monitoring and visu-
alization tool on the level of multi-scale spa-
tial data quality

•Architecture and algorithms to detect poten-
tial cyber data integrity attacks and protect
consumer’s data privacy from malicious mon-
itoring
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