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Scien9fic	Impact:		
•  Enhance	robustness	of	

machine	learning-based	
malware	defense	systems		

•  Help	the	community	gain	
deep	insights	into	the	
security	concerns	associated	
with	machine	learning-based	
cyber	defense		

Solu9on:		
•  We	propose	a	proac:ve	

strategy	to	enhance	
machine	learning-based	
malware	defense	systems	

•  Our	key	innova:on	is	to	
introduce	a	moving	target	
into	the	a>ack	surface	of	
machine	learning-based	
malware	defense	

Challenge:		
•  Malware	a>acks	are	

constantly	evolving	and	
ge@ng	more	
sophis:cated	

•  Machine	learning	offers	a	
promising	approach	to	
automa:ng	malware	
defense,	but	is	not	
immune	to	adversarial	
manipula:on	

Broader	Impact:		
•  Mi:gate	malware	a>acks	

that	are	behind	a	majority	
of	cyber	crimes	

•  Proposed	methods	can	be	
deployed	in	prac:cal	
malware	defense	systems	

•  Two	female	Ph.D.	students	
are	trained	from	this	
project;	one	undergraduate	
student	is	par:cipa:ng	in	
this	project	
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