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Approach 
•  Prescribe communication behavior 

between processes by session types 
•  Dynamically monitor communication  

to detect undesirable behavior 
•  Correctly blame the violating party 

•  Model protocol parties as programs and 
assume the availability of evidence of 
their actions in the form of a log 

•  Formalize cause using ideas from prior 
counterfactual definitions of actual 
causation 

•  Develop a language for distributed computing in which contracts are specified via 
types and a type-directed distributed monitoring infrastructure for detecting deviance 
from such contracts. 

•  Develop an extensional blame semantics based on causation 
•  Apply the developed methods to study accountability in the public key infrastructure 

Blame Theorems 

•  When a violation is detected dynamically, 
one of the indicated set of culprits must 
have been compromised 

•  Dynamic monitoring does not change 
system behavior in well-typed processes 

A set of program actions A on log L is a  
cause of violation V if: 
Occurrence:  Violation occurred on L  
Sufficiency:  Removing actions not in A still  
leads to V 
Minimality: No proper subset of A satisfies  
the above condition 
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Is the communication 
authenticated and confidential?  

Who is to blame if it is not? 


