Securing Cyberspace by Distributed Multilayer-Network Survelllance

Cascading anomalies within and across networks can compromise entire systems.
Early detection Is the key to prevention/mitigation.

Anomalies In networks can take many forms.
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Extending Recent Advances for Anomaly Detection In Single Networks

http://www.empcommission.org/docs/A2473-EMP_Commission-7MB.pdf

Figure 1: A conceptual illustration of inter-
dependence networks iIn critical infrastructure.

®  Recent methods for anomaly detection in single networks have proved fruitful, including the
Distributed Intrusion/Anomaly Monitoring for Nonparametric Detection (DIAMoND) algorithm
M. Korczynski et al., ICCCN'15]

®  We are working to adapt DIAMoND for use in multilayer networks

®  We are developing a mathematical model and an algorithmic framework to combine cyber-
security and network science results towards a rigorous understanding of multilayer functions.

The Theory Behind DIAMOoND: Challenges Unique to Multilayer Networks

Reproduced from Korczynski et al. IEEE Com Mag 2016
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* Trust among surveillance nodes can differ
across layers
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