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Scien9fic	Impact:		
•  Toward	an	ABAC	standard	

with	applica3on	to	cloud	
•  ABAC	faces	many	

challenges	including	
a:ribute	engineering,	
reachability	analysis,	
administra3on,	etc.	

Solu9on:		
•  ABAC	theory	to	tailor	

tenant	specific	access	
control	abstrac3on	

•  A:ribute	based	constraints	
theory	to	specify	and	
enforce	virtual	resource	
placement	constraints	

Challenges:		
•  Cumbersome	abstrac3ons	of	access	

control	facili3es	provided	by	the	
cloud	provider	

•  Mul3-tenancy	and	availability	
concerns	arising	due	to	lack	of	
control	of	virtual	resource	
placement	in	the	physical	
infrastructure	

Broader	Impact:		
•  Cloud	compu3ng	industry	
•  Possible	transi3on	to	

prac3ce	in	OpenStack	
•  2nd	Workshop	on	ABAC	

(ABAC	2016,	2017)	
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