
Authenticated ciphers
The high-performance workhorse of cryptography:

encrypting and authenticating messages using a shared secret key.
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Security challenges

Challenge:
Major recent failures of
confidentiality and integrity
in SSH, TLS, etc.
Performance pressure
continues to hurt security:
EAXprime, Simon, etc.

Scientific impact:
Influential cipher designs:

AEZ, HS1-SIV, ICEPOLE.
Security analysis/proofs:

e.g., Dual EC and AMAC.
Universal hardware API.

Many new speed records.

Solution:
Improve efficiency without
compromising security.
Improve security without
compromising efficiency.

Broader impact:
e.g., AEZ under

consideration by Tor;
AMAC security analysis
bolstering confidence in

widely deployed Ed25519;
many ciphers already using

universal hardware API;
various PhD students.
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