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Automated Protocol Design and Refinement
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Figure 6: Message Flow for atspect

6 A Three Party Protocol

At this stage, we need only design the message structure of the combined, three
party protocol. There are numerous possibilities here. For instance, in theory
the principals C, M , and B could simply asynchronously engage in atspect

†,
i.e. in interleaved runs of the six subprotocols. This would not be incorrect, but
it would be rather anarchic, and unlikely to complete transactions promptly.

Instead, we will construct a more structured way of interweaving the proto-
cols. We seek to achieve two goals in doing so. One is the confidentiality for
the shared message ingredients sharedP , Confidentiality, II. The other is

Three-Party Agreement Suppose that P completes a run of atspect with
apparent interlocutors Q and R. Then Q and R have begun runs of
atspect with

core(sharedP ) = core(sharedQ) = core(sharedR).

In some sense the collection of two-party protocols atspect

† contains the
essence of our protocol; atspect adds only a convenient temporal ordering for
the subprotocols, with the added constraint that Three-Party Agreement
holds of this ordering. Alternate orderings could also serve as well.

6.1 A Triangular Message Structure

The first ordering we will present has the message structure shown in Figure 6.
The seven messages flow around a triangle. C, who initiates the exchange, sends
three messages, and the other principals each send two. The sequence of events
is determined by three principles:
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1. C !M SC.M ˆ SC.B

2. M ! B SC.B ˆ SM.B ˆ SM.C ˆ AC.M

3. B ! C SM.C ˆ SB.C ˆ SB.M ˆ AC.M ˆ AC.B ˆ AM.B

4. C !M SB.M ˆ AM.B ˆ AM.C ˆ AB.C ˆ RC.M ˆ RC.B

5. M ! B AB.C ˆ AB.M ˆ RC.B ˆ RM.B ˆ RM.C

6. B ! C RM.C ˆ RB.C ˆ RB.M

7. C !M RB.M

Figure 7: Full Message Flow

6.2 A Straightened Version

The triangular message flow has a disadvantage from the implementer’s point of
view: it does not match smoothly with the normal conventions of programming
with TCP/IP and the standard socket library. To solve this problem, we can
revise the message flow, adapting it to use eight messages:

C
1�! M

2�! B
B

3�! M
4�! C

C
5�! M

6�! B
B

7�! M
8�! C

This has the advantage that it may be implemented using a pair of socket con-
nections, one between C and M , and one between M and B. There are two
disadvantages to this alternative, first, the extra message, and second, that M
controls all communication between C and B, which occurs only when M for-
wards components. We regard the triangular protocol of Section 6.1 as the
authoritative version of atspect, although the straightened eight-message ver-
sion achieves the same protocol goals.

In practice, it may be unnecessary to use all six subprotocols. For instance,
the subprotocols C.M, C.B, and M.B may su�ce. In this case, we may want
to augment the authenticator with some additional payload of information to
be communicated back from responder to initiator. Truncated message flows
may be based either on the triangular scheme or the straightened scheme. A
truncated message flow based on the triangular scheme is displayed in Figure 8.

6.3 ATSPECT Protocol Usage

atspect can be used in various ways, with di↵ering interpretations of the in-
dividual messages and di↵ering actions accompanying the protocol steps. We
will illustrate the workings of the protocol in a specific scenario, focusing on
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