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Verification of cyber-physical systems is complicated by both their heterogeneous nature as well as their sheer complexity.  Cyber-physical systems include hardware, software, and

a physical environment, so a formal model must integrate all of these concerns.

Unfortunately, modeling a system with all of its details results in state explosion.  Therefore, 

it is necessary to automatically abstract the model to include only those details necessary to verify

the property of interest.  Constructing such a model is the focus of this work.


One candidate model for cyber-physical systems are hybrid automata (Alur1992), but their use of invariants make them cumbersome to generate from higher level descriptions.  Hybrid Petri nets are another alternative (Davd2001), but their use of separate continuous places and transitions makes them also difficult to generate.  The

labeled hybrid Petri net (LHPN) model has been developed and applied to the verification of analog/mixed-signal circuits, and compilers have been developed from VHDL-AMS as well as SPICE simulation data (Little2006, Little2007, Walter2008).  This model includes both Boolean variables for representing digital circuits

and continuous variables or representing analog circuits.  In (Thacker2009), the LHPN model is extended to support discrete variables for representing software variables as well as expressions to check and modify them.  These

extensions allow for both hardware and software to be represented in a single model along with their continuous physical environment.  A compiler and a model checker have been developed to support the use of this model for the verification of cyber-physical systems (Thacker2009,Thacker2010).


Verifying LHPN models of cyber-physical systems at full detail is not possible due to the state 

explosion problem.  Recently, we have developed an automatic abstraction technique for simplifying these LHPN models. The basic idea is to apply LHPN transformations to remove details from the model that are irrelevant to the property of interest.

These transformations are inspired by transformations for ordinary Petri nets (Murata1989) and timed Petri nets (Zheng2003).  They are also 

inspired from various static analysis techniques used by compilers.


This presentation presents a methodology for automatically abstracting models of 

cyber-physical systems.  The models are described using a user-defined language 

inspired by assembly code.  They are automatically compiled into

a LHPN model that is capable of representing hardware, software, and the environment

in a single formalism.  The model complexity is reduced using LHPN transformations

that in most cases do not change the result of verification, and in the worst-case do not 

generate any false positive results.  This methodology is applied to a practical

case study of a fault-tolerant temperature sensor.

While preliminary results are encouraging, there are still a number of interesting directions

for future research that are being explored including more LHPN transformations, the development of an abstraction refinement loop, and application to more examples.

