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Scien9fic	Impact:		
•  Extends	applica.on-

specific	informa.on	
security	guarantees	to	
more	powerful	threat	
models	

•  Uses	low-level	hardware	
protec.on	to	enforce	high-
level	security	goals	

•  Automated	inference	
facilitates	use	of	enclaves	

Solu9on:		
•  Use	hardware	enclaves	

(e.g.,	Intel	SGX)	to	
protect	against	powerful	
low-level	aEackers	

•  Automa.cally	infer	code	
and	data	to	place	in	
enclaves	to	achieve	
security	and	performance	

Challenge:		
•  Language-based	

techniques	can	provide	
strong	informa.on	
security	guarantees	
–  Noninterference,	

declassifica.on,	erasure,	
…	

•  But	guarantees	do	not	
hold	for	powerful	
low-level	aEackers	

Broader	Impact:		
•  Makes	code	and	data	more	

secure,	against	powerful	
aEackers	

•  Increases	usefulness	of	
emerging	hardware	
protec.on	mechanisms	
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Automa9c	Enforcement	of		
Expressive	Security	Policies	using	Enclaves	

Uses	enclaves	to	enforce	strong	informa1on	security	
guarantees	against	powerful	low-level	
a7ackers	that	can	corrupt	non-enclave	
	code	and	data,	and	(to	some	extent)	

	corrupt	enclave	code	and	data	

x := secret_info; 
// compute with x 
… 
x := public_info; 
output x; 


