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Countermeasures against side-channel 
attacks  

• Masking (secret sharing): randomized addition 
• Operation shuffling: temporal variation of leakage  
• Hiding: level power consumption with power 

balance circuits and ISA 

Approach 

The objective of this project is to minimize side-channel leakage of software automatically. We 
shift the paradigm of side-channel attack research from a manual process to automatic 
implementation, from specific attacks and systems to common general methodologies, from 
ad hoc subjective measures to rigorous and objective security validation and evaluation. 

 
 

Challenges 
• Early side-channel leakage detection 
• Automatic countermeasure protections at 

compile-rime and run-time 
• Quantify the side-channel resilience and provide 

security guarantee 

 We will build an automation framework for information leakage 
analysis, multi-level countermeasure application, and formal security 
evaluation against software side-channel attacks.  

 
 

Preliminary Results 
• Source code transformation for operation shuffling  

Project Progress – 6 months 
• Start with LLVM the open compilation framework 
• Generate data flow graphs  
• Information leakage analysis (for power leakage)  

Future Work  
• Perform code morphing and embed 

rescheduling engine in compiler back-end 
• Implement run-time code morphing and 

randomization against side-channel attacks  
• Refine metrics and models for early 

information leakage quantification and run-
time physical leakage evaluation 

• Develop information leakage analysis for 
cache timing attacks and higher-order 
attacks 
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