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Scien9fic	Impact:		
•  A	new,	program	analysis-

driven	paradigm	for	cyber	
forensics	

•  High-accuracy,	low-
overhead	causal	logging	

•  Forced-execu<on	for	
hidden	malicious	logic	
discovery	

•  In-memory	data	re-
rendering	via	binary	code	
re-use/steering	

Solu9on:		
•  A	framework	of	mul<-

aspect	(temporal,	spa<al,	
and	malware	behavioral)	
cyber	aCack	forensics		

•  A	suite	of	advanced	
techniques	for	binary	code	
analysis,	instrumenta<on,	
and	extrac<on		

Challenge:		
•  Stealthy	cyber	aCacks	(e.g.,	

APTs)	hard	to	inves<gate	
•  ACack	evidence	in	mul<ple	

forms/aspects	(e.g.,	logs,	
code,	memory/disk	
images)	

•  No	effec<ve	tools	to	
correlate	logs,	analyze	
binary	code	and	data	

	

Broader	Impact:		
•  Help	inves<gate	(and	

prevent)	cyber	aCacks	or	
crimes	

•  Offer	new	digital	forensics	
tools	to	law	enforcement	
community	

•  Raise	public	(including	
K-12)	awareness	of	cyber	
crimes	and	impacts	

•  Renovate	cybersecurity	
and	forensics	curriculum	
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