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Scien9fic	  Impact:	  	  
•  Introduce	  new	  mathema/cal	  

models.	  
•  Introduce	  new	  cryptographic	  

techniques.	  
•  Discover	  new	  connec/ons	  

between	  cryptography	  and	  
other	  areas	  of	  theore/cal	  
computer	  science.	  

•  Improve	  understanding	  of	  the	  
strength	  of	  non-‐black-‐box	  
techniques	  in	  cryptography.	  

Solu9on:	  	  
•  Develop	  and	  improve	  tools	  such	  as	  non-‐

malleable	  codes	  for	  leakage/tamper	  
resilience.	  	  

•  Draw	  upon	  various	  areas	  of	  theore/cal	  
computer	  science	  to	  develop	  techniques	  
for	  proving	  impossibility	  of	  non-‐black-‐box	  
reduc/ons.	  

•  New	  no/ons	  and	  construc/ons	  of	  non-‐
malleable	  codes.	  

•  A	  new	  separa/on	  between	  public	  key	  
encryp/on	  and	  one-‐way	  func/on	  in	  a	  non-‐
black-‐box	  seBng.	  

Challenge:	  	  
•  Design	  and	  analyze	  

cryptosystems	  secure	  against	  
non-‐black-‐box	  aDacks.	  

•  Improve	  understanding	  of	  the	  
effec/veness	  of	  non-‐black-‐box	  
techniques	  in	  the	  construc/on	  
of	  cryptosystems.	  

Broader	  Impact:	  	  
•  Advance	  the	  development	  of	  

prac/cal	  solu/ons	  against	  
side-‐channel	  aDacks.	  

•  Curriculum	  development	  for	  
undergraduate	  and	  graduate	  
cryptography	  courses.	  

•  Outreach	  to	  industry,	  and	  
under-‐represented	  groups.	  	  

•  Mentoring	  of	  graduate	  
students,	  undergraduate	  
students	  and	  high-‐school	  
students.	  
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Non-‐Black-‐Box	  Cryptography:	  	  	  
Defending	  Against	  and	  Benefi/ng	  from	  Access	  to	  Code	  
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