
Sixth	  Annual	  Cyber-‐Physical	  Systems	  Principal	  Inves9gators’	  Mee9ng	  
Arlington,	  VA	  –	  November	  16-‐17,	  2015	  

Scien9fic	  Impact:	  	  
•  Provide	  developers	  an	  

easy-‐to-‐use	  applica3on	  
par33oning	  framework	  	  

•  Novel	  SFI/CFI	  systems	  
with	  small	  overheads	  
(~5%)	  

Solu9on:	  	  
•  Lightweight	  isola3on	  

based	  on	  SoGware-‐
based	  Fault	  Isola3on	  
(SFI)	  and	  Control-‐Flow	  
Integrity	  (CFI)	  

•  Automa3c	  program	  
par33oning	  that	  
supports	  general	  
programming	  (pointers,	  
e.g.)	  

Challenge:	  	  
Design	  a	  privilege	  
separa3on	  framework	  that	  
(1)	  par33ons	  applica3ons	  
into	  mul3ple	  modules,	  (2)	  
enforces	  lightweight	  
separa3on	  among	  modules	  
(3)	  provides	  rigorous	  
reasoning	  about	  the	  
par33oned	  applica3on	  

Broader	  Impact:	  	  
•  Open	  sourced	  SFI/CFI	  

implementa3on:	  
hQps://github.com/mcfi/
MCFI	  

•  In	  collabora3on	  with	  
Google	  Research	  

•  Hosted	  high-‐school	  teacher	  
workshop	  on	  security	  and	  
privacy	  

•  Mul3ple	  REU	  par3cipants	  CCF-‐1624124,	  Pennsylvania	  State	  
University,	  Gang	  Tan,	  
gtan@cse.psu.edu	  
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