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Introduction- Augmented Reality 

Technology that allows users to view   
the real world with a superimposed 
virtual image layered over top. 



Introduction-Examples 



Introduction-Virtual Reality  

It is a computer generated,  
interactive, three-dimensional 
environment in which a person 
is immersed. 



Difference between VR and AR 

Augmented Reality (AR) 
 

The seamless integration of real and 
virtual worlds allows user to work in 
the real world while interacting with 
virtual objects. 

 

Virtual Reality (VR) 
 

The user is completely immersed in a 
computer-created environment and 
there is no interaction with the real 
world. 



Introduction-Smart Glasses 

Smart Glass is a wearable 
computer technology that adds 
information to what the wearer 
sees. 





Devices Currently used in our Research 

� Vuzix M100 �          Microsoft HoloLens  



Research Objective  

 
Explore the potential of Augmented Reality technology-based  
teaching and learning approach via Smart Glasses to further enhance  
cybersecurity and forensics education. 



Research Goals  

§  Creative ways to 
impart cybersecurity 
and forensic 
education through 
the use of 
augmented reality 
devices. 

 

§  Identification of key 
characteristics of 
cyber forensic 
workforce including 
the unique skillsets, 
deficiencies, and 
learning gaps. 

§  Increased student 
enrollment and 
retention in security 
and forensics 
program. 

 



Research Questions 

Can 
students 
learn and 
engage 

through the 
use of AR 

? 

Will AR 
motivate 

and enhance 
students’ 
learning 

experineces
? 

 
Will AR  

help  
in retaining 

and 
attracting 

students in 
cybersecurity 

field 
? 



Research Methodology 

§  Choice of Approach 
§  Data Collection 
§  Data Analysis 



Research Methodology  

Take pre-
test before 
performing 
the lab 

Perform  
experiments 
wearing the 
Smart Glass 

AR Device 
will record 

all the 
activities 

Fill out 
satisfaction 
surveys 

Take 
post-test 
after 

performin
g the lab 

 



Choice of Approach 

A discovery based learning approach will be adopted which will allow  
students to interact with cybersecurity theories in an innovative, interactive 
and effective way, enhancing their overall live experience and  
experimental learning.  



Data Collection  

Research participants Cybersecurity Lab 



Data Collection 

Quantitative data 
§  Pre- post course tests  

Qualitative data  
§  Observations of first-

person (students) videos 
(live or recorded). 

§  Student satisfaction 
surveys 



Data Analysis  

 
Can students learn and 
engage through the use 
of this new technology? 
 
 
 

Pre- Post- 
course quizzes 
§  Multiple 

choice 
questions 



Data Analysis  

§  Observations 
of first-person 
(students) 
videos (live 
or recorded). 

§  Student 
satisfaction 
surveys 

§  Demographic 
data 

 
Will AR motivate and 
enhance students 
learning experineces?  
 
Will AR help in retaining 
and attracting students 
in cybersecurity 
education? 
 
 



Work in Progress-IOC Extract Project 

A design and development of a proof of 
concept Android application is under 
development which in real  time can identify 
and extract the Indicators of Compromise  
(IOC) (include IP address, domain name,  
email addresses, file hashes, etc.) 



Screenshots 



Work in Progress- Student Assistance 
through AR  

A design and development of an 
Augmented Reality windows application for 
Microsoft HoloLens is under progress which 
assists students in completing the lab 
successfully. 



Mobile Forensics through AR 

Mobile forensics is the process of extraction of 
data from any mobile device such as 
smartphones, tablets, etc. 
 
AR will help speed up the above process. 



Mobile Forensics through AR 

Forensic 
examiner 
wears the 
HoloLens. 
 

HoloLens 
records 

the entire 
forensics 
procedure 

Interaction 
between the 
glass and the 
user is made 
through voice 
recognition or 
through some 
automated 
process 

Provides 
seamless 

hands 
free mode 

of 
operation. 



Challenges 

 
§  New Technology  

§  Speech recognition in the Smart Glass can pose to be a challenge. 

§  Enable Artificial Intelligence for the Smart Glass to assist the student 
when he/she needs help. 

§  Correctly recognizing the text in real time  



Limitations 

§  Privacy issues  

§  Students cannot wear the Smart Glasses for extended period of time. 
 
§  BYOG - Bring Your Own Glass.  

§  Expensive  



Conclusion  

Analysis of 
skillset and 

characteristics 
of a good cyber 
security student 

using an 
Augmented 

Reality 
Glasses. 

Provide 
students with 
facility to use 
forensic tools 
and train them 

with the 
effective use of 

new 
technology. 

Student enjoy 
using Smart 
glass in an 

innovative way 
and improve 
their ability to 
learn course 

materials. 
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Thank You ! 
Any questions? 


