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CPS	  Security	  Testbed	  Federa&on	  

Mo&va&on	  &	  Project	  Goals	  
•  Cybersecurity	  and	  resiliency	  of	  the	  power	  grid	  is	  of	  paramount	  importance	  to	  na2onal	  security	  

and	  economic	  well-‐being.	  	  
•  CPS	  security	  testbeds	  are	  enabling	  technologies	  that	  provide	  realis2c	  experimental	  plaVorms	  for	  

the	  evalua2on	  and	  valida2on	  of	  security	  technologies	  within	  controlled	  environments.	  
	  

User	  Community	  Engagement	  

Remote	  Access	  CPS	  Security	  Testbed	  
Architecture	  

User	  Interface	  	   Expt.	  Automa&on	  Design	  Flow	  

Project	  Goal:	  Develop	  and	  deploy	  an	  integrated	  environment	  to	  conduct	  
security	  planning,	  risk	  assessment,	  aRack-‐defense	  training	  and	  
educa?on	  for	  the	  community,	  government	  and	  industry	  stakeholders.	  

Cyber	  Defense	  Exercises	  for	  Cri&cal	  Infrastructure	  Security	  

NIST/	  US	  Ignite	  Global	  City	  Teams	  Challenge	  

Training	  Exercise	  Scenarios	  on	  the	  Federated	  Testbed	  

NERC	  GridSecCon	  2015	  Training	  Workshop	  
Training	  Environment	  

Future	  Work	  

Demo	  @	  GCTC	  Expo	  in	  Washington	  D.C.	  (June	  1,	  2015)	  

Training	  @	  GridSecCon	  in	  Philadelphia	  (October	  13,	  2015)	  

Use-‐cases	   Ins&tu&ons	  
1.	  CPS	  Security	  Research	   Pacific	  Northwest	  Na2onal	  Lab,	  Washington	  State	  Univ.	  
2.	  ICS	  Cyber	  Security	  Research	   Symantec	  Corp.,	  John	  Hopkins	  University	  
3.	  Educa2on	  &	  Training	   NERC,	  Industry	  Members	  

•  Use-‐case	  Scenarios:	  Developing	  a	  library	  of	  models,	  a;ack	  vectors,	  defenses.	  	  

•  Remote	  Access:	  Providing	  remote	  access	  and	  developing	  a	  user	  community.	  	  

•  Testbed	  Federa&on:	  Develop	  and	  implement	  use-‐cases	  for	  testbed	  federa2on.	  

Project	  Objec&ves	  
•  Develop	  innova2ve	  architectures,	  models,	  and	  algorithms	  for	  large-‐scale	  CPS	  security	  testbeds.	  

	  
•  Design	  and	  implement	  a	  high-‐fidelity,	  scalable,	  open-‐access	  CPS	  security	  testbed	  for	  the	  Smart	  

Grid,	  and	  to	  conduct	  CPS	  security	  research	  experimenta2on.	  	  
	  

•  Develop	  standardized	  datasets,	  models,	  libraries,	  and	  use	  cases,	  and	  make	  those	  available	  to	  a	  
broader	  research	  community	  through	  an	  open,	  remote-‐access	  model	  by	  leveraging	  
collabora2on	  from	  academic	  and	  industry	  partners.	  
	  

•  Develop	  and	  disseminate	  innova2ve	  curriculum	  modules	  including	  CPS	  Cyber	  Defense	  
Compe22ons	  for	  impar2ng	  security	  knowledge	  to	  students	  via	  inquiry-‐based	  learning.	  


