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Graphical	representa9on	of	your	
approach	and	its	place	within	the	
broader	applica4on	domain.		

Scien9fic	Impact:		
•  Expand	the	research	fron4er	in	

analogy	security	by	exploring	side-
hiding	technology	in	wireless	
ar4ficial	pancreas.	

•  Addresses	the	design	ques4ons	of	
how	to	detect	and	defend	against	
the	jamming	a?acks	and	fake	
glucose	sensor	readings.	

•  Expose	more	vulnerabili4es	in	
wireless	insulin	injec4on	system.	

Solu9on:		
•  Abnormal	glucose	level	a?ack	

detec4on:		A	mathema4cal	
model	to	calculate	the	expected	
glucose	level	based	on	pa4ent	
physiological		parameters	

•  Out	of	band	secure	channels	
•  Inves4gate	several	new	types	

CPS	a?acks	

Challenge:		
•  Glucose	level	of	a	pa4ent	is	

personalized,	4me-sensi4ve,	
high	related	to	pa4ent’s	food	
flavor	and	life	style.	

•  How	to	detect	and	defend	
against	glucose	level	a?ack?	

Broader	Impact:		
•  Mul4ple	efforts	will	facilitate	the	

large-scale	deployment	of	our	
results	including	poten4al	
collabora4on	with	manufacturers	
of	wireless	medical	devices.		

•  Millions	diabetes	using	pumps	will	
care	about	the	research	results.	

•  Support	1-2	minority	
undergraduates	and	a	security	
workshop	for	male	minority	middle	
school	students	

•  Collabora4ons	with	Upenn,	UA,	
UD,	and	other	universi4es	around.	
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