
Camera-based Mobile Device End-user Authentication
Goal: leverage camera sensor fingerprints to link mobile device to 
visual code authentication protocol 
• every camera leaves highly unique sensor noise pattern in 

every image taken by it
• verify sensor fingerprints as a means to  prove physical 

possession of pre-enrolled device

Challenge: camera fingerprint is leaked through images shared 
with the public; spoofing made easy

Solution: fragile fingerprinting approach to exploit asymmetries 
between legitimate users and adversaries
• raw sensor readings do not leave the phone
• work with information that is fragile to JPEG compression

Scientific Impact: pioneer practicable solution for spoofing-
resistant sensor-based device authentication

Broader Impact: advance secure online multi-factor 
authentication by fusing efforts in media forensics and traditional 
security research
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