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Scien9fic	Impacts:		
•  SRAM:	(i)	Op(mal	cell	selec(on	for	

PUF-based	secret	key	and	random	
number	genera(on	that	removes	
the	need	for	insecure	and	expensive	
post	processing;		(ii)	SRAM-inspired	
circuit	design	for	TRNG;.	(iii)	Aging	
sensi(ve	bit	predic(on	for	recycled	
IC	detec(on.	

•  Flash:	Par(ally	programming	for	(i)	
device	ID	genera(on	and	(ii)	recycled	
IC	detec(on.	

•  DRAM:	Work-in-progress	Solu9ons:	Security	primi(ves	based	
on	embedded	and	standalone	
memories	(near	zero	overhead)	
•  Iden(fica(on	of	unique	proper(es,	

‘best’	roles,	and	complementary	roles	
of	SRAM,	DRAM,	and	Flash	based	on	(i)	
vola(lity,	density,	and	endurance;	(ii)	
reliability,	and	randomness;	(iii)	
sensi(vity	of	power	up	behavior,	
latency,	discharge,	and	par(al	
programming	to	varia(ons	

•  First	memory-based	detec(ng	recycled	
(used)	counterfeit	memories	and	SoCs.	

•  All	theory	supported	by	experimental	
results	from	memories	of	different	
technology	nodes	and	vendors.	

Challenges:	High	overhead	and	enrollment	
costs	when	addressing	security/reliability	
concerns,	especially	when	mul(ple	
primi(ves	are	needed	for	
•  Physical	Unclonable	Func9on	(PUF):	

Uniqueness	and	reliability	in	the	face	of	
environmental	condi(ons	and	aging		

•  True	Random	Number	Genera9on	(TRNG):	
Entropy	requirements,	especially		in	the					
face	of	environmental	manipula(on		

•  An9-Counterfeit	(AC)	Detec9on:	Few	
methods	that	are	not	only	accurate													
but	intrinsic/embedded	(i.e.,	without																				
need	for	addi(onal	sensors)	

Broader	Impacts:		
•  An(-counterfeit	focus	with	impacts	on	

economic	innova(on	and	growth	of	
semiconductor	and	electronic	industry,	
IP	rights	holders,	and	safety	risks	for	
cri(cal	and	commercial	systems	

•  Security	primi(ves	based	on	embedded	
memory	which	is	abundantly	available	
in	microprocessors,	DSPs,	MCUs,	etc.,	
that	benefit	healthcare,	automo(ve,	
military	and	intelligence,	etc.	systems	

•  This	project	has	involved	several	
undergraduate	students	and	students	
from	underrepresented	groups.	NSF	Project	#1561023	/	SRC	Task	#2648.001	
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SaTC:	STARSS:	Design	of	Low-Cost	Memory-Based	Security	
Primi9ves	and	Techniques	for	High-Volume	Products	
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