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Scien9fic	Impact:		
•  Be$er	understanding	of	
security	and	applicability	of	
hash	func6ons	and	block	
ciphers	

•  Concrete	security	bounds	
help	in	choosing	good	
parameters	in	prac6ce	

Solu9on:		
•  Provide	rigorous	
mathema6cal	security	
proofs	for	known	and	
novel	designs	

•  Clearly	state	assump6ons	
about	underlying	
components	

Challenge:		
•  Put	design	of	hash	
func6ons	and	block	ciphers	
on	solid	theore6cal	
founda6on	

•  Counteract	poten6al	
backdoors	in	standards	

Broader	Impact:		
•  Higher	trust	in	
standardized	hash	
func6ons	and	block	
ciphers	

•  Proposed	schemes	highly	
prac6cal	

•  Clean	design	and	analysis	
suitable	for	teaching	in	
lectures	on	cryptography	
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Block	Ciphers.”	Yevgeniy	Dodis,	NYU.	

Designing	Secure	Hash	Func9ons	
and	Block	Ciphers	
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