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Scien9fic	Impact:		
•  Focus	on	Informa-on	

Flow	Control	as	a	first	
class	security	primi-ve	
instead	of	permissions	

•  Informa-on	Flow	
Control	model	where	
consumers	can	request	
policies	while	
framework	enforces	
policies	

Solu9on:		
•  Programmer-defined	

informa-on	flows	
•  Move	from	permission	

model	to	informa-on	
flow	control	model	

Challenge:		
•  How	do	we	enable	Mobile	

&	IoT	apps	to	compute	on	
the	sensi-ve	data	from	the	
built	environment	while	
mi-ga-ng	leakage?	

•  Can	we	use	Informa9on	
Flow	Control	as	a	first	
class	primi9ve?	

	

Broader	Impact:		
•  Move	towards	IoT	=>	

Pressing	need	to	ensure	
proper	use	of	sensi-ve	data.	
FlowFence:	significant	step	
in	this	direc-on	

•  Programming	Model	
approach	encourages	
security	best	prac-ces	in	
developers	
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Discovering and Restricting Undesirable Information Flows 
Between Multiple Spheres of Activities	

hRps://iotsecurity.eecs.umich.edu/#flowfence	
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