
Sixth	  Annual	  Cyber-‐Physical	  Systems	  Principal	  Inves9gators’	  Mee9ng	  
Arlington,	  VA	  –	  November	  16-‐17,	  2015	  

Scien9fic	  Impact:	  	  
•  Help	  computer	  security	  

researchers	  and	  so3ware	  
developers	  to	  broaden	  a	  
understanding	  of	  threats:	  
–  Measure	  security	  threats	  

and	  user	  behaviors.	  	  
–  Quan=fy	  and	  analyze	  

various	  threats.	  
–  Provide	  sugges=ons	  on	  

security	  enhancement	  
for	  differen=al	  computer	  
users..	  

Solu9on:	  	  
•  Explore	  new	  

computa=onal	  cogni=ve	  
user	  modeling	  to	  
describe	  human	  
behaviors	  in	  response	  
cyber	  security	  threats.	  

•  Build	  machine-‐learning	  
approaches	  to	  extract	  
malicious	  features	  for	  
detec=on	  and	  mi=ga=on.	  

Challenge:	  	  
•  Asymmetric	  informa=on	  

between	  benign	  and	  
malicious	  users.	  

•  Imperfect	  informa=on	  
handling	  in	  confusing	  
opera=ng	  environments.	  

•  Difficult	  to	  recognize	  a	  
user’s	  decision	  due	  to	  
cogni=ve	  limita=ons.	  

Broader	  Impact:	  	  
•  Benefit	  the	  

communi=es	  of	  
cybersecurity,	  
networking,	  and	  social	  
sciences.	  

•  Help	  undergraduate	  and	  
graduate	  to	  gain	  area	  
knowledge	  and	  hands-‐
on	  experimental	  
experience.	  

Awards:1620862:	  Computa=onal	  Cogni=ve	  Modeling	  of	  
User	  Security	  and	  Incen=ve	  Behaviors,	  PI:	  Kaiqi	  Xiong	  
Collabora=ve	  with	  JHU.	  

Understanding	  User	  Behaviors	  for	  Security	  Enhancement	  	  
via	  Computa9onal	  Cogni9ve	  Modeling	  
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