
Sixth	Annual	Cyber-Physical	Systems	Principal	Inves9gators’	Mee9ng	
Arlington,	VA	–	November	16-17,	2015	

Scien9fic	Impact:		
•  Development	of	virtual	lab	

environment	
•  Development	of	

instruc3onal	labs	including	
studies	in	hardware	
Trojans,	embedded	
systems	security,	and	
counterfeit	detec3on	

Solu9on:		
•  Virtual	Lab	Server	allows	

universi3es	to	access	
specialized	hardware	
remotely	

•  Instruc3onal	assignments	
and	research	experiments	
can	be	scheduled	for	
remote	execu3on	

Challenge:		
•  Enable	adop3on	of	

hardware	security	
courseware	through	the	
development	of	a	virtual	
laboratory	infrastructure.	

Broader	Impact:		
•  Enhance	cybersecurity	

curricula	to	include	
hardware	security	topics	

•  Allow	more	universi3es	to	
give	students	hands-on	
experiences	with	
hardware	security	
experiments	

•  Increase	the	number	of	
graduates	trained	in	
hardware	security	

Award	Number:	1318964.		PI:	John	
Chandy,	Co-Pis:	Joel	Rosiene,	Mark	
Tehranipoor,	Zhijie	Shi.		University	of	
Connec3cut	and	Eastern	Connec3cut	
State	University	

EDU:	A	Virtual	Lab	for	a	Hardware	Security	Curriculum	

Other	Universi3es	

Virtual	Lab	Server	
at	UConn	

Hardware	Security	Labs	
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