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Scien9fic	Impact:		
•  Project	will	lead	to	new	

communica1on	models	and	
systems	designs	to	protect	online	
freedom	of	speech	

•  The	project	will	make	observa1ons	
from	empirical	analysis	of	services	
and	communica1on	pa<erns	
available	to	the	research	
community	to	improve	the	
effec1veness	of	solu1ons.	

Solu9on:		
•  Trust	zones:	data	centers	in	a	

jurisdic1on	
–  Anonymity	depends	on	client	trust	

zone	
–  No	adversary	has	access	en1re	

Internet	
–  At	least	one	jurisdic1on	that	is	

friendly	or	indifferent	
•  Low	latency	due	to	fully	connected	

zone	mixes	
•  Traffic-analysis	resistance	due	to	

con1nuous	chaff	traffic	at	
(mul1ple	of)	VoIP	rate	

Challenges:		
•  Shortcomings	of	exis1ng	

anonymity	networks	
–  Traffic	analysis	
–  Medium/high	latency	
–  Mobile	plaNorms	

•  Real	1me	communica1on	needs	
–  Low	latency	
–  Scalability	
–  Resistance	to	strong	a<acker	

Broader	Impact:		
•  The	project	will	help	

improve	freedom	of	speech	
by	enabling	effec1ve	
anonymity	

•  We	will	release	our	source	
code	publicly	and	develop	
working	systems	to	support	
vulnerable	popula1ons	

•  We	will	develop	
courseware,	whitepapers,	
and	tutorials	based	on	our	
research	Award	#1618955	
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Enabling	Prac1cal	Traffic	Analysis	Resistance		
for	Anonymous	Communica1on	Systems	
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