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Scien9fic	Impact:		
•  Development	of	techniques	for	

privately	measuring	usage	of	
anonymity	system	(with	formal	
privacy	guarantees)	

•  Be:er	understanding	of	the	
rela<onship	between	overlays	
(e.g.,	Tor)	and	underlay	(Internet);	
measured	impact	of	rou<ng	
a:acks	against	anonymity	systems	

•  First	major	study	of	how	human	
mobility	affects	security	and	
privacy	of	anonymity	networks	

Solu9on:		
Increase	resilience	of	anonymity	systems	
to	resource	exhaus<on	and	infrastructure	
a:acks	by:	
•  examining	performance-based	

resource	a:acks;	
•  studying	how	control-plane	rou<ng	

a:acks	harms	anonymity;	develop	
defenses;	and	

•  analyzing	the	impact	of	human	
mobility	on	anonymity	

Challenge:		
•  Anonymity/censorship	is	an	arms	

race,	with	a:ackers	developing	
persistent	a:acks	aimed	at	
privacy-enhancing	technologies	

•  Adversary	does	not	need	to	
disrupt	anonymity	systems,	just	
make	them	unpleasant	to	use	

•  Anonymity	systems	rely	on	the	
Internet,	and	inherit	its	
vulnerabili<es.		A:acking	the	
Internet	to	a:ack	Tor	is	a	serious	
threat.	

Broader	Impact:		
•  Private	communica<on	is	a	

requisite	for	individuals	seeking	to	
freely	access	and	disseminate	
informa<on	

•  Research	ac<vi<es	enhance	users’	
privacy	by	considering	new	threats	
against	anonymity	networks	

•  Tor	Project,	Inc.	is	collaborator	and	
Transi<on	to	Prac<ce	partner	–	
research	results	will	affect	millions	
of	Tor	users	

•  Research	components	being	added	
to	coursework	at	Georgetown	
University	
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Research	thrust:	Understand	use	of	
control-plane	a:acks	to	a:ack	Tor	

Research	thrust:		
Safely	measure	Tor	
	

Research	thrust:	
Understand	
impacts	of		
human	mobility	


