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2 Motivations 3 Proposed Efforts1 Objectives 2. Motivations 3. Proposed Efforts1. Objectivesj
Physical layer network coding (PNC) Identify properties of PNC that can be usedD l d t d th it biliti f • Physical layer network coding (PNC) • Identify properties of PNC that can be used • Deeply understand the security capabilities of y y g ( )
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th h i l l t k di (PNC) technique greatly improves bandwidth usage for attack detection;the physical layer network coding (PNC) technique greatly improves bandwidth usage for attack detection; the physical layer network coding (PNC) 
efficiency in wireless networks; Design the detection mechanisms ndertechnique in wireless networks; efficiency in wireless networks; • Design the detection mechanisms under technique in wireless networks;
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diff t t k t t d tt kB ild tt k d t ti h i t d f d • We must have a thorough understanding different network structures and attacker• Build attack detection mechanisms to defend We must have a thorough understanding different network structures and attacker Build attack detection mechanisms to defend 
and evaluation of its safety; models;against malicious attacks on network topology and evaluation of its safety; models; against malicious attacks on network topology 

P i h PNC f Id tif d th diffi lti fand node identities; • Previous research on PNC focuses on • Identify and overcome the difficulties ofand node identities; Previous research on PNC focuses on Identify and overcome the difficulties of ;
improving the decoding accuracy; turning the designs into practical solutions in• Evaluate the approaches through simulation improving the decoding accuracy; turning the designs into practical solutions in • Evaluate the approaches through simulation 

Thi k l d d fi i h ff t d real networks;and implementation over cognitive radios • This knowledge deficiency has affected real networks; and implementation over cognitive radios. This knowledge deficiency has affected p g
further development and wide adoption of • Evaluate the approachesfurther development and wide adoption of • Evaluate the approaches.
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• Distance bounding b/w wireless nodes• Distance bounding b/w wireless nodes

• Using the differences in signal• Using the differences in signal g g
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Srecover the original sequences The Sybilrecover the original sequences. The Sybil 
nodes cannot conduct the operationnodes cannot conduct the operation.
• The approach does not need clockThe approach does not need clock 
synchronization or special hardware Itsynchronization or special hardware. It 
works in a distributed mannerworks in a distributed manner.
• Distances b/w nodes may cause false• Distances b/w nodes may cause false y
alarms Their impacts must be studiedalarms. Their impacts must be studied.p
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• Determine the position of a wireless node by comparing the starting• The extra transmission delay through wormholes will impact the • Determine the position of a wireless node by comparing the starting • The extra transmission delay through wormholes will impact the 
points of collisions and calculating a hyperbola for the nodesignal interference results points of collisions and calculating a hyperbola for the node. signal interference results. p g ypg
• The bootstrap requirements and localization accuracy are studied• The impacts of power amplitude of the signals phase shift and • The bootstrap requirements and localization accuracy are studied.• The impacts of power amplitude of the signals, phase shift, and 

frequency jitter are investigatedfrequency jitter are investigated.q y j g
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