EAGER: Exploring the Use of Deception to Enhance Cyber Security

Challenge:

@ In everyday lives, deception
plays a prominent role in
our physical world security,
e.g., fake “Beware of Dog”
sign.

@ We are investigating how
deception can be
strategically inserted to
improve the security of
computers and networks

Solution:

A framework where deception can be
planned and integrated into
computer defenses

Mechanism to detect in real-time

attempts to destroy forensic
evidence and deceive adversary

“Ghost patches” to deceive adversary
trying to exploit unpatched system

Game-theoretic investment of
defense budget in a multi-
stakeholder system

“Ersatz password” scheme to exploit
hacked password database
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Scientific Impact:
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Analogies to security in physical world
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