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Scien9fic	Impact:		
Map	decep(on	to	the	digital	
world	to	improve	security,	
turning	the	tables	on	its	typical	
usage	
Exemplars	are	shown	for	
common	security	use	cases	⎯	
patching,	password	hacking,	
an(-forensics	

Solu9on:		
A	framework	where	decep(on	can	be	
planned	and	integrated	into	
computer	defenses	
Mechanism	to	detect	in	real-(me	
a?empts	to	destroy	forensic	
evidence	and	deceive	adversary	
“Ghost	patches”	to	deceive	adversary	
trying	to	exploit	unpatched	system	
Game-theore(c	investment	of	
defense	budget	in	a	mul(-
stakeholder	system	
“Ersatz	password”	scheme	to	exploit	
hacked	password	database	

Challenge:		
In	everyday	lives,	decep(on	
plays	a	prominent	role	in	
our	physical	world	security,	
e.g.,	fake	“Beware	of	Dog”	
sign.	
We	are	inves(ga(ng	how	
decep(on	can	be	
strategically	inserted	to	
improve	the	security	of	
computers	and	networks		

Broader	Impact:		
Society	can	place	higher	confidence	in	
security	of	exis%ng	systems	
Analogies	to	security	in	physical	world	
Publica(ons	in	book,	conferences,	
journals	plus	presenta(ons	in	
professional	socie(es,	including	non-
academic	forums	
Graduate	and	undergraduate	students	
involved	
Partners	at	other	ins(tu(ons	–	
government	labs	and	companies	
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