Why are Faults a Security Issue?

* May cause information leakage of secrets « May enable external control of execution
if (key_bit) | * Denial of service
elsrel =rl + 1; M\ faultin= * Control of critical decisions
r0 = r0 + 1; if (! access allowed ) k'\/ instruction_skip

abort( ) ;
out = f(rl); \_ > key bit leaks indirectly via out

Fault Injection Tools of the Trade

Clock Glitches

Laser Light Pulses EM Pulses Voltage Starving Temp Hike
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Example: Fault attack for a 7-stage pipeline  Example: Prototype Setup

I 4
0 o3+ 001, 50t IEEEEEEEEEEEREE
ldub [500 + Oxb], %05 D1
ldub [304 + 0xb], %gl
Xor %91, %05, %9l LD2  LD1
stb 591, [%03 + 0xb] LD3 LD2 LD1
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Result: Result:
* 11 times less fault injections needed; * Prototype LEON3 on FPGA;
* Broken software countermeasures * ASIC Tape-out

Interested 1n meeting the PIs? Attach post-1t note below!
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