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Attacks Countermeasures 

Fault Injection Tools of the Trade 

Why are Faults a Security Issue? 

focus  
in this project 

Micro-architecture Aware Fault Injection 

Example: Fault attack for a 7-stage pipeline 

Result: 
•  11 times less fault injections needed; 
•  Broken software countermeasures 

Example: Prototype Setup 

Micro-architecture Fault Response 

Result: 
•  Prototype LEON3 on FPGA; 
•  ASIC Tape-out 


