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SaTC:	STARSS:	FAME:	Fault-aMack	Awareness		
using	Microprocessor	Enhancements	

•  Challenge:	Fault	InjecDon	into	microprocessor	hardware	is	a	powerful	
hacking	tool	and	a	security	threat,	affecDng	all	forms	of	cryptography	
	
	
	
	
	
	

–  Current	countermeasures	based	on	redundancy		
cause	overhead	in	hardware	or	cripple	performance	in	soNware	

–  Redundancy	may	fail	–	all	components	can	be	aQacked	

•  Approach:	FAME	is	a	collecDon	of	hardware	techniques	for	
microprocessors	to	detect	and	respond	to	fault	aQacks	

•  Impact:	
–  Flexible	countermeasure	enables	applicaDon-specific	fault	response	
–  ASIC	and	FPGA	Prototype	
–  Pub	list	on	rijndael.ece.vt.edu/fame 


