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	   Infusion	   pumps	   are	   commonly	   used	   in	   home/
hospital	   care	   to	   deliver	   drugs	   to	   pa7ents	   at	  
programmable	   rates	   over	   7me.	   	   Their	   use	   involves	  
numerous	   risks	   due	   to	   human	   and	   machine	   faults	  
that	   can	   cause	   serious	   harm	   to	   the	   pa7ent.	   We	  
present	   a	   framework	   for	   formally	   modeling	   human	  
errors	   and	  machine	   faults	   that	  may	   occur	   during	   an	  
infusion.	   Our	   framework	   can	   provide	   quan7ta7ve	  
predic7ons	   of	   the	  worst	   case	   effects	   on	   the	   pa7ent	  
using	   verifica7on	   techniques.	  Our	  work	   can	  be	  used	  
as	   an	   overall	   framework	   for	   risk	   analysis	   due	   to	  
human	  and	  machine	  faults.	  

Modeling	  Framework	  
Our	  work	  employs	  a	  detailed	  modeling	  framework	  that	  comprises	  of	  
three	  basic	  models:	  
•  Human	  error	  model	  captures	  possible	  mistakes	  commiCed	  by	  the	  

operator	  programming	  the	  infusion	  during	  an	  interac7on.	  
•  Pump	  model	  (hybrid	  automaton)	  captures	  the	  pump	  opera7on	  in	  

response	  to	  the	  programmed	  infusion.	  
•  PharmacokineLc	   model	   (ordinary	   differenLal	   equaLons)	  

captures	   the	   diffusion	   of	   the	   drug	   through	   the	   pa7ent’s	   blood	  
stream	  and	  other	  parts	  of	  their	  body.	  

	  

Figure 2. Basic components of the infusion model. 

Figure 3.  Human error model  as a transformation from intended 
to actual prescription. 

Figure 4. Pump Model Components. 

Analysis	  Framework	  
 The	  composed	  models	  form	  a	  hybrid	  automaton	  with	  

affine	  dynamics.	  We	  use	  standard	  model	  checking	  tools	  to	  
predict	  the	  range	  of	  possible	  concentra7on	  of	  the	  infused	  
drug	  in	  the	  pa7ent’s	  bloodstream.	  

Figure 5. Analysis Framework for comparing the effect of 
human errors.  

EvaluaLon	  
 We	   have	   implemented	   the	   analysis	   framework	   in	  

OCaml	  using	  bounded	  model	  checker	  for	  hybrid	  automata.	  	  
Case	  study	  inspired	  by	  Generic	  Infusion	  Pump	  Model	  (GIP).	  
Worst	   case	   scenarios	   with	   quan7ta7ve	   predica7ons	   were	  
obtained.	  These	  scenarios	  are	  in	  line	  with	  real-‐life	  accidents	  
involving	  infusion	  pumps.	  

Ongoing	  Work	  
	   Infusion	   pump	  modeling	   framework	   allowing	   detailed	  

models	  of	   the	   interface	  and	   the	  possible	  human	  mistakes.	  
Automa7c	   user-‐error	   detec7on	   mechanisms	   for	   infusion	  
pumps. 
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Figure 1. Commercial Infusion Pump Models. 
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