Handling a Trillion Unfixable Flaws on Billions of Internet-of-Things

Challenge:

Interaction/control over

physical environment

* Securing future

Launchpad for deep and
scalable attacks
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Internet-of-Things
deployments

* Devices will have
unfixable flaws

Traditional IT
* Need new agile and

context-aware
network security
mechanisms

Simple honeypots
Few configurations

Host Patch/Antivirus
Perimeter Appliances
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loT Challenges

Context-dependence
Cross-device interactions

Device/Vendor diversity
Cross-device interactions

Device constraints
Deep access to attacker

Solution: Task 1: >

Policy Abstractions

Task 2:
Learning Profiles

e Software-defined
network enforcement

Intents
Task 3:
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Slicy “ Admin

PSI Control Platform

Events from
devices and YNE
Task O:

Threat Model
Tunnel traffic
to/from devices

* Develop new policy
abstractions

* Develop new learning
mechanisms

Customized Y NFs
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Dynamically
launch Y NFs
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= Task 4:
PSI Processing

Scientific Impact:

* Develop practical bolt-
on security for legacy
loT deployments

* Push the envelope in
threat modeling and
policy abstractions

* Develop scalable SDN/
NFV solutions

Broader Impact:

unleash the potential
benefits of loT

Secure critical
infrastructures New
course offerings

Engage under-
represented
communities in loT
research



