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Broader	Impact:		
•  Secure	authen+ca+on	

on	low-energy	
pla3orms	

•  Cri+cal	for	Internet-
of-Things	applica+ons	

•  Close	interac+on	with	
industry,	especially,	
Semiconductor	
Research	
Corpora+on’s	
member	companies	

New	strong	SCA-PUF	

Scien9fic	Impact:		
•  First	silicon	PUF	secure	

against	ML	aGacks	
•  Techniques	for	

ensuring	reliability	of	
PUF	outputs	across	a	
range	of	temperature	
and	voltage	values	

•  Enables	lightweight	
PUF-based	protocols	

Solu9on:		
•  ML-aGack	immunity	

via	con+nuous	
nonlinearity	

•  Use	subthreshold	
region	of	MOS	
opera+on	

•  New	transistor	array	
with	exponen+ally	
large	input/output	
space	

Challenge:		
•  Develop	secure	

hardware	roots	of	
trust:	physical	
unclonable	func+ons	
(PUFs)	

•  Need	strong	PUFs	
immune	to	machine	
learning	(ML)	
modeling	aGacks	

	

Hardware	Authen9ca9on	through	High-Capacity		
PUF-Based	Secret	Key	Genera9on	

STARSS	SaTC	NSF-1441484;	PIs:	Michael	Orshansky	
and	Sriram	Vishwanath	(University	of	Texas	at	Aus+n);	
Contact:	Michael	Orshansky	(orshansky@utexas.edu)		

PUF	

Strong	PUF	

Vulnerability	
to	AGack	
is	Greatly	
Reduced	
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