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Introduction

The resource-constrained devices create additional vulnerabllities and provide ever-widening opportunity for
malicious adversaries to steal private information, subvert systems, and destroy property in a manner that in
extreme cases results in the loss of human life.

These problems are becoming critical with the propagation
of mobile computing and the emergence of new
Information-sharing and control systems such as the
health Information exchange, smart grid, home
automation, smart cars, sensor networks, and many more
applications in commercial, industrial and military systems.
It IS, therefore, imperative that a stronger level of security
be put In place to counter these security challenges faced
by the resource-constrained mobile and wirelessly-
connected devices or l0Ts.

/ The over-arching model of this project Is to\
Investigate the benefits to the overall system
when the constituent components are designed
from the perspective that security and trust
needs to be provided as a fundamental feature
of the hardware and Investigating hardware

\based security solutions. /
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Discusses the architecture to enable root of trust using Strong PUF
and Trustzone to provide the following functions:
. Remote attestation.
. Using hash of system state.
Key Binding and hardware encryption
. TPM provides information security but does not
provide physical security.
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