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Figure 1. Shodan Results for a SCADA specific Query (WAGO 750-881 PFC)

Vulnerabilities on the loT
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Overview

Supervisory Control and Data Acquisition (SCADA) systems supervise, maintain, control, and collect data from critical

infrastructure (e.g., power plants).

Shodan, a search engine for the Internet of Things (loT), regularly scans, and indexes provides data about publicly

accessible, internet-enabled SCADA systems.

* However, minimal work has attempted to identify all SCADA devices and their vulnerabilities.

This work uses machine learning and vulnerability assessments to identify SCADA systems and their

vulnerabilities available on Shodan.
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Methodological Approach
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Figure 3. Methodological Framework

Extract features (e.g., port, n-grams) from banner data
for all devices in Shodan

Classify devices as SCADA/non-SCADA with Random
Forest (F-Measure — 99.3%)

Vulnerability Assessment:

Passive Assessment

® Cross reference banner data with National
Vulnerability Database (NVD)

Active Assessment

® Use Nessus in a distributed architecture actively
probe devices for vulnerabilities
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Selected Vulnerability Assessment Results

Risk | Number of Vulnerability Names(s) Selected Affected Vendors
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Table 1. About 4,009/20,461 (19.59% of devices) are susceptible
to critical, high, and medium vulnerabilities such as default
credentials, script execution, and Modbus coil access.
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Figure 4. Vulnerable Rockwell
Automation PLC. Users can:
(a) Logging into PLC,

(b) potential PLC adjustment, and
(c) configure panel of timer values
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