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Scien9fic	Impact:		
Ø  This	project	contributes	to	

the	cybersecurity	landscape	
by	iden4fying	poten4ally	
devasta4ng	vulnerabili4es	of	
SCADA	systems	on	the	IoT.	

Ø  Researchers	will	have	beAer	
knowledge	on	techniques,	
and	tools	to	automa4cally	
iden4fy	and	assess	SCADA	
vulnerabili4es.	

Solu9on:		
Ø  U4lize	a	novel	set	of	

features	from	SCADA	device	
data	to	train	a	classifier	to	
iden4fy	SCADA	devices.		

Ø  Leverage	Nessus	in	a	
distributed	framework	to	
automa4cally	iden4fy	
vulnerabili4es	of	the	
iden4fied	SCADA	devices.		

Challenge:		
Ø  SCADA	systems	supervise,	

maintain	and	control	cri4cal	
infrastructure	(e.g.,	power	
plants).	

Ø  LiAle	work	has	aAempted	to	find	
SCADA	devices	and	their	
vulnerabili4es	on	the	Internet	of	
things	(IoT).	

Broader	Impact:		
Ø  Preliminary	results	show	that	

4,009/20,461	(19.59%)	of	
devices	are	suscep4ble	to	
vulnerabili4es	such	as	default	
creden4als,	script	execu4on,	
and	Modbus	coil	access.		

Ø  AAacking	these	devices	may	
have	devasta4ng	
consequences	on	the	
infrastructure,	and	in	turn,	
society.		

Ø  Iden4fying	and	mi4ga4ng	
these	vulnerabili4es	will	
ensure	a	safer	cyber	space	
and	society.		
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