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Scientific Impact: 
• Strengthen the use of 

dynamic verification to 
prevent exploits of 
vulnerabilities

• Improve our understanding 
of which ISA features are 
critical to security

Solution: 
• Generate processor 

invariants
• Leverage known, 

exploitable  errata
• Apply statistical analysis

Challenge: 
• Identify the key 

security-critical 
invariants (SCI) of 
a processor

• Automate the 
process

Broader Impact: 
• Improve the state of the 

art in protecting 
vulnerable processors

• Involve undergraduate 
students in research 
activities
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