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Scien9fic	Impact:		
•  Completely	automate	

tes-ng	and	model	checking	
of	network	protocols.	

•  Allow	for	new	design	
methodologies,	
implementa-on	and	tes-ng,	
impac-ng	fields	beyond	
networking.	

Solu9on:		
•  Extract	structured	

informa-on	from	protocol		
documents	using	seman-c	
interpreta-on	NLP	techniques.	

•  Validate	our	approach	against	
RFCs,	Internet	draGs,	and	other	
standard	documents.		

Challenge:		
•  Network	protocol	tes-ng	

requires	structured	informa-on	
such	as	message	formats,	state	
machine,	constraints,	etc.	

•  Such	informa-on	is	derived	
manually	by	people	with	
different	levels	of	exper-se,	
and	represents	a	challenging,	
-me	consuming	and	error-
prone	task.		

Broader	Impact:		
•  Contribute	to	obtaining	

increased	assurance	in	
protocol	design	and	
implementa-on	(Internet,	
IoT,	wireless).		

•  Create	a	repository	with	all	
the	extracted	structured	
informa-on	for	protocols	
and	make	it	available	to	the	
research	community.		
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