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5-layer	security	module	&	
Outline	of	hardware	security		

Scien9fic	Impact:		
•  Development	of	security	

course	modules	related	to	
so4ware,	networking,	OS,	
architecture	and	hardware	

•  Integra=on	of	modules	into	
exis=ng	courses	

•  Development	of	a	unified	
IoT	security	course		

Solu9on:		
•  Systema=c	security	

design	method	
•  Course	modules	of	IoT	

security	enable	easy	
integra=on	into	exi=ng	
curricula	

Challenges:		
•  Internet	of	Thing	(IoT)	

devices	pose	daun=ng	
security	challenges	

•  Curricula	focusing	on	
unique	challenges	of	IoT	
security	not	yet	well	
developed	

Broader	Impact:		
•  Impact	on	over	100	

students	per	year	
•  Dissemina=on	through	

conference	&	journal	
ar=cles,	an	archival	
CD-ROM,	a	dedicated	
website	for	course	
material,	and	through	
organized	workshops	

PIs:	Drs.	Ning	Weng,	Haibo	Wang,	
Meera	Komarraju	(Southern	Illinois	
University);		Harini	Ramaprasad,	UNC	
CharloWe;	Meng	Yu,	UT	San	Antonio;	
Wei	Zhang,	Virginia	Commonwealth	
University.	
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