INntrinsic adversary detection in Cyber-physical systems:

Precise network synchronized clocks enable detection and isolation of
adversarial attacks. Dhananjay Anand NIST [ ITL | SSD
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When a reference feature set is available, Bayes classifiers,

Networks of the future are purportedly more vulnerable given the K-means algorithm or a neural network may be used to
their eventual evolution to large, amorphous, cyber-physical G PSD RbXO identify anomalous time signatures.

systems (CPSs). | | | “Hidden change point” unsupervised anomaly detection, using
The focus of our research is to leverage a precisely synchronized the Shiryaev-Roberts statistic, is also being considered

network of clocks embedded within a CPS to design implicit
security features, identify network intrusion, adversarial proxies

and unauthorized reconfiguration. TCX O

Fraudulent link

Our premise is that while network topology, data content and
size may change unpredictably in a CPS, the use of precise
clocks to profile the physics of individual nodes and to
accurately model the relative timing differences between nodes
offers a unique structure-semantic oracle for node authentication
and link validation.
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Clock synchronization Link characteristics Node characteristics

Clocks on devices connected over an Ethernet link may be .. Physical networks used to distribute electricity or Nodes | etwork mav include aenerator
synchronized very precisely using the IEEE 1588 Precision Time " natural gas tend to be particularly vulnerable to SRIES It e [RRRHET MISEOITS ity INGIie Gleriersliohs,
Protocol. " attack given the high asset value, pervasive loads, transformers, etc. Gas networks utilize
ef3 . o . puUMPS, pressure reducers and manifolds, etc.
The protocol uses a temporally coded packet exchange to ' presence and wide geographic footprint.
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S 5 Cyber links may be characterized as information Assuming that each node (physical and cyber) uses a
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conaring vae of . In our study we consider that links in the cyber domain  oracle to assess node fidelity.
| pertain packetized digital networks (i.e., Ethernet)
Y " v oo ; 2 subject to packet delay and jitter. Clock drift characteristics are unigue to the crystal
Time (minutes) . ' ' ' e
We are able to characterize the network based on resonator being used and show significant pattern
Discrete clock offset correction: packet propagation delay and peer clock offsets. differentiation between manufacturing runs.
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