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Interested in meeting the PIs? Attach a post-it note below.

Some hosting providers have hundreds 
of thousands of other organizations’ keys
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Rank-Order Third-Party Hosting Providers

#Organizations Hosting provider .
266,110
151,628
117,229

secureserver.net
amazonaws.com
unifiedlayer.com

78,369 CloudFlareInc.

Compromising 10 hosting providers  
could yield 40% of all private HTTPS keys
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Number of Hosting Providers Compromised
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60% of the most popular websites 
are hosted on the same provider

The extent of key sharing in today’s PKI

The impact of key sharing on certificate management

HTTPS content is often  
hosted by third parties  

such as CDNs

To do this, websites  
share their private keys, 

violating basic assumptions

Our objective: Measure  
the extent and impact 

of key sharing in the web

Third-party hosting providers are slower 
to react, but ultimately more thorough
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Self-managed
Combined

Outsourced

Mostly CloudFlare

8 days

More thorough

Certificates managed by third-parties tend 
to have slightly better revocation rates
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Fraction of Heartbleed-vulnerable Certificates Revoked

Self-managed
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66% of hosting providers who  
manage their customers’ keys 
revoked no vulnerable certs

Method: Inferring organizations from whois


