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Method: Inferring organizations from whois
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The extent of key sharing in today’s PKI

Some hosting providers have hundreds Compromising 10 hosting providers
of thousands of other organizations’ keys = could yield 40% of all private HTTPS keys
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The impact of key sharing on certificate management

Certificates managed by third-parties tend  Third-party hosting providers are slower
to have slightly better revocation rates to react, but ultimately more thorough

—

Self-managed —_—
08 Combined ==
' Outsourced ===

0.6
manage their customers’ keys

0.4 revoked no vulnerable certs

0-2 Self-managed =
s s s s ; Outsourced ==

0 0.75
0 0.1 02 03 04 05 06 07 08 09 1 04/07 04/11 04/15 04/19 04/23 04/27 05/01 05/05

Fraction of Heartbleed-vulnerable Certificates Revoked W Date

CDF of Hosting Providers
Fraction of Certificates
Not Revoked

The 39 NSF Secure and Trustworthy Cyberspace Principal Investigator Meeting Q\-i‘
January 9-11, 2017 X\

NS Arlington, Virginia o




