Intrusion Detection for ICS Deep-Packet Inspection for Industrial Key Questions
P Control Protocols

Scapy parser for Modbus

* Where to deploy network monitors
(sensors)?

* How “deep” to look?

* DFA network protocol, communication
patterns, command codes, enough?
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Dissecting Modbus Packets

TCP/IP Model

Workstations

Operational Situational Awareness Tran;sport . . .
| * Protocol specification correct but false info
A * Exact value of sensor and control
commands (can’t model with DFA)
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