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Solu9on:		
•  Unauthen9cated	

packets:	packet	
inser,on	

•  Authen9cated	
packets:	alter	packet	
,mings	to	send	
informa,on	

Challenge:		
•  Establishing	covert	

communica,on	on	
wired	packet	channels		

Broader	Impact:		
Prac,cal	answer	to	needs	of	
covert	communica,on:		
•  military	opera,ons	
•  prohibited	environments	

(organizing	social	unrest)	
•  personal	privacy:		removing	

ability	of	users	to	be	
tracked

This	 work	 is	 being	 done	 at	 University	 of	
MassachuseBs	 Amherst	 under	 grants	
CNS-1564067.	
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Scien9fic	Impact:		
•  Theore,cal	limits	on	

covert	comms	on	
wired	channels.	

•  Proposes	methods	
for	covert	com	on	
packet	channels	
useful	in	internet	


