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Scien9fic	  Impact:	  	  
•  We	  seek	  to	  provide	  technical	  

founda4ons	  for	  protec4ng	  the	  
security	  of	  present	  and	  future	  IoT	  
devices,	  while	  minimizing	  impacts	  
to	  func4onality,	  cost,	  and	  other	  
important	  factors	  

•  We	  seek	  to	  provide	  the	  above	  
founda4ons	  while	  also	  accoun4ng	  
for	  stakeholder	  needs	  and	  values	  

•  We	  seek	  to	  enable	  subsequent,	  
technical-‐	  and	  stakeholder-‐
informed	  research	  on	  new	  
direc4ons	  for	  IoT	  security	  

Solu9on:	  	  
•  Spiral,	  collabora4ve	  design	  +	  

evalua4on	  approach,	  involving	  
innova4ons	  in	  embedded	  
systems,	  technical	  direc4ons	  for	  
security,	  and	  human-‐focused	  
elements	  

•  Example	  (early)	  work:	  Exploring	  
benefits	  +	  risks	  with	  cross-‐device	  
in-‐hub	  security	  managers	  

Challenge:	  	  
•  IoT	  devices	  can	  posi%vely	  and	  

nega%vely	  impact	  people’s	  
privacy,	  safety,	  and	  security	  

•  Can	  we	  achieve	  the	  posi4ve	  
benefits	  of	  IoT	  while	  
mi4ga4ng	  the	  nega4ve	  
security	  risks?	  

•  Can	  we	  do	  so	  in	  ways	  that	  
are	  technically	  strong,	  and	  
that	  align	  with	  stakeholder	  
needs	  and	  values?	  

Broader	  Impact:	  	  
•  IoT	  devices	  are	  des4ned	  to	  

integrate	  deeply	  into	  
society.	  We	  seek	  to	  help	  
ensure	  that	  the	  nega4ve	  
privacy,	  safety,	  and	  security	  
impacts	  are	  minimized	  

•  We	  leverage	  our	  industry	  
connec4ons	  to	  inform	  our	  
research	  direc4ons	  and	  to	  
impact	  prac4ce	  NSF	  CNS	  1565252,	  University	  of	  Washington,	  Tadayoshi	  

Kohno	  and	  Shwetak	  Patel	  (collabora4ve	  with	  Indiana	  
University’s	  L.J.	  Camp,	  S.	  Myers,	  and	  R.	  Henry)	  
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