
Sixth	Annual	Cyber-Physical	Systems	Principal	Inves9gators’	Mee9ng	
Arlington,	VA	–	November	16-17,	2015	

Scien9fic	Impact:		
•  New	machine	learning	

algorithms	for	biometric	
recogni3on		

•  Language	usage	as	a	cogni3ve	
biometric	

•  Data	in	controlled	environment	
-	large	(>300	users)	data	set	
with	diverse	features		

•  Data	in	open	environment	with	
diverse	features	

Solu9on:		
•  Face	recogni3on,	recogni3on	

based	on	keystroke	dynamics	
and	mouse	movements	

•  Develop	machine	learning	
based	models	to	iden3fy	
devia3ons	from	expected	
behavior	

Challenge:	
•  Intelligent	authen3ca3on	in	the	

background	to	ascertain	that	
the	user	at	a	terminal	is	a	
legi3mate	user		

•  Data	collec3on	for	large	scale	
experiments	

Broader	Impact:		
•  Solu3ons	will	provide	a	new	

authen3ca3on	tool	that	is	not	
based	on	passwords			

•  masquerading	intruders	can	
be	readily	detected		

•  Significant	surveillance	impact	
beyond	academia	

•  Suppor3ng	3	PhD	students	
and	2	undergraduates		

•  Outreach	via	UB’s	NSA-
cer3fied	center	of	excellence	
in	Informa3on	Assurance	

Award:	1314803	
PIs:	Govindaraju,	Upadhyaya,	Nwogu	(UB);	
Schuckers	,	Hou	(Clarkson)		

Long-term	Ac9ve	User	Authen9ca9on		
Using	Mul9-modal	Profiles	


