MALDIVES: Developing a Comprehensive
Understanding of Malware Delivery Mechanisms
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Challenges:

Victim Enticement Schemes

Cyber-Criminal

malware payload

victim lured to visit a link

e chain of redirects

victim profiling

e Redirectors

Milestones:

*  SRI: Development of DNS-based
traffic analysis tools as well as
active strategies for uncovering
hidden traffic redirection chains

*  SBU: Conducted a large-scale
measurement study of
malvertising infrastructure and
develop new detection tools.

*  UIC: Development of exploit kit
interrogation environment

victim

Malware Server (Exploit Kit, App Market,Hijacked Site)

Scientific Impact:

. Development of novel
technologies and analytics
that collectively inform
research community on how
malware infection
infrastructures are deployed,
operated and interlinked with
open web sources

. Collection of ransomware DNS
and system traces, across
entire lifecycles.

Development of exploit kit
interrogation environment

Studying mobile malvertising and
victim enticement techniques

Designing scalable data collection
and analysis platform for cyber-
threat analytics

Development of robust efense
mechanisms

Broader Impact:

* Improved threat intelligence
for service providers by
uncovering hidden
structures of interlinked
malware campaigns.

*  Thetools built as part of this
project will be shared with
the broader community.
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