
Sixth	Annual	Cyber-Physical	Systems	Principal	Inves9gators’	Mee9ng	
Arlington,	VA	–	November	16-17,	2015	

Milestones:		
•  SRI:	Development	of	DNS-based	

traffic	analysis	tools	as	well	as	
ac9ve	strategies	for	uncovering	
hidden	traffic	redirec9on	chains	

•  SBU:	Conducted	a	large-scale	
measurement	study	of	
malver9sing	infrastructure	and	
develop	new	detec9on	tools.		

•  UIC:	Development	of	exploit	kit	
interroga9on	environment	

Challenges:		
•  Development	of	exploit	kit	

interroga9on	environment	
•  Studying	mobile	malver9sing	and	

vic9m	en9cement	techniques	
•  Designing	scalable	data	collec9on	

and	analysis	plaBorm		for	cyber-
threat	analy9cs	

•  Development	of	robust	efense	
mechanisms	

Broader	Impact:	
•  Improved	threat	intelligence	

for	service	providers	by	
uncovering	hidden	
structures	of	interlinked	
malware	campaigns.	

•  The	tools	built	as	part	of	this	
project	will	be	shared	with	
the	broader	community.	

MALDIVES:	Developing	a	Comprehensive	
Understanding	of	Malware	Delivery	Mechanisms	

Scien9fic	Impact:		
•  Development	of	novel	

technologies	and	analy9cs	
that	collec9vely		inform	
research	community	on	how	
malware	infec9on	
infrastructures	are	deployed,	
operated	and	interlinked	with	
open	web	sources	

•  Collec9on	of	ransomware	DNS	
and	system	traces,	across	
en9re	lifecycles.		
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