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•  Supporting National Priorities 
–  Health IT 
–  Smart Grid 
–  Financial Services 
–  National Defense 
–  Transportation 
–  Trusted Identities 
–  Cybersecurity Education 

•  Engaging the Cybersecurity Research Community 
 

Maximizing Research Impact 



NIST’s Healthcare IT Activities 

NIST enables interoperability and  
adoption by: 

n  Accelerating standards 
development and  
harmonization 

n  Developing a conformance  
testing infrastructure 

n  Expanding R&D and  
deployment of security  
protocols 

n  Leveraging testing infrastructure to assist with certification process 

 
Leading to an emerging health IT network that is correct, complete, secure 

and testable. 
 
http://healthcare.nist.gov/   Pubs: http://go.usa.gov/ggmB http://go.usa.gov/ggmQ 
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Smart	  Grid	  	  
Cyber	  Security	  Working	  Group	  (CSWG)	  	  

•  To address the cross-cutting issue of cybersecurity, NIST 
established the Cyber Security Coordination Task Group 
(CSCTG) in March 2009.   

•  Moved under the NIST Smart Grid Interoperability Panel 
(SGIP) as a standing working group and was renamed 
the Cyber Security Working Group (SGIP–CSWG).   

•  The CSWG now has more than 800 participants from the 
private sector (including vendors and service providers), 
academia, regulatory organizations, national research 
laboratories, and federal agencies. 

•  Smart Grid Interoperability Panel CSWG Wiki 
http://go.usa.gov/ggmY 

•  http://www.nist.gov/smartgrid 
 



Financial	  Services	  
•  December	  6,	  2010	  Memorandum	  of	  

Understanding	  signed	  between	  DHS	  Science	  &	  
Technology	  (S&T),	  NaFonal	  InsFtute	  of	  
Standards	  and	  Technology	  (NIST),	  and	  the	  
Financial	  Services	  Sector	  CoordinaFng	  Council	  
(FSSCC)	  on	  Cybersecurity	  InnovaFon	  
•  hIp://go.usa.gov/ggEJ	  

•  The	  first	  effort	  resulFng	  from	  the	  MOU	  is	  FI-‐
VICS,	  which	  is	  focused	  on	  developing	  and	  tesFng	  
an	  idenFty	  proofing	  gateway	  concept	  



NaFonal	  Strategy	  for	  Trusted	  IdenFFes	  in	  Cyberspace	  (NSTIC)	  
Pilots	  

hIp://www.nist.gov/nsFc/	  



•  Raise	  naFonal	  awareness	  about	  risks	  in	  cyberspace	  

•  Broaden	  the	  pool	  of	  individuals	  prepared	  to	  enter	  
the	  cybersecurity	  workforce	  

•  CulFvate	  a	  globally	  compeFFve	  cybersecurity	  
workforce	  

hIp://csrc.nist.gov/nice/	  

NaFonal	  IniFaFve	  for	  Cybersecurity	  EducaFon	  (NICE)	  



Provide	  a	  world	  class,	  collaboraFve	  environment	  for	  integraFng	  
cybersecurity	  soluFons	  that	  sFmulate	  e-‐commerce	  and	  naFonal	  
economic	  growth.	  	  

NCCoE	  
Vision	  

Foster	  the	  rapid	  adopFon	  and	  broad	  deployment	  of	  	  
integrated	  cybersecurity	  tools	  and	  techniques	  that	  
enhance	  consumer	  confidence	  in	  U.S.	  informaFon	  
systems.	  

NCCoE	  
Mission	  

Key	  NCCoE	  Goals:	  
•  Disseminate	  new	  principles	  and	  mechanics	  underlying	  security	  standards,	  

metrics,	  and	  best	  pracFces	  for	  secure	  and	  privacy-‐preserving	  informaFon	  
technologies	  

•  Develop	  and	  test	  methods	  for	  composing,	  monitoring,	  and	  measuring	  the	  
security	  posture	  of	  computer	  and	  enterprise	  systems	  

•  Achieve	  broad	  adopFon	  of	  pracFcal,	  affordable,	  and	  useful	  cybersecurity	  
capabiliFes	  across	  the	  full	  range	  of	  commercial	  and	  government	  sectors	  

hIp://csrc.nist.gov/nccoe/	  



NIST	  InformaAon	  Technology	  Lab	  
hDp://www.nist.gov/itl/	  
Computer	  Security	  Division	  
hDp://csrc.nist.gov/	  
	  
Bill	  Newhouse	  
william.newhouse@nist.gov	  


