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Scien9fic	  Impact:	  	  
•  Improved	  understanding	  of	  

security	  and	  performance	  
impacts	  of	  Tor	  user	  behavior	  

•  New	  algorithms,	  protocols	  
and	  parameters	  to	  improve	  
efficiency	  and	  privacy	  

•  Aggrega=on	  techniques	  
applicable	  to	  other	  privacy-‐
preserving	  systems	  

Solu9on:	  	  
•  Relays	  locally	  es=mate	  global	  

results	  
•  Robust,	  differen=ally	  private	  	  

aggrega=on	  of	  local	  inferences	  
•  Simula=on-‐based	  approach	  to	  

proving	  “what	  is	  safe”	  to	  measure	  
•  Shadow	  simula=on	  engine	  for	  

tes=ng	  and	  deployment	  
•  CollecTor	  site	  for	  repor=ng	  to	  

broader	  community	  

Challenge:	  	  
•  Safely	  measure	  use	  of	  Tor	  

and	  similar	  private	  
communica=on	  systems	  

•  Safely	  and	  accurately	  analyze	  
security	  and	  efficiency	  
impacts	  of	  measurements	  

•  Design	  new	  protocols	  and	  
fine-‐tune	  exis=ng	  ones	  
based	  on	  results	  

Broader	  Impact:	  	  
•  Improved	  privacy,	  

performance	  for	  2M	  daily	  
Tor	  users	  

•  Increased	  =me	  to	  first	  
compromise,	  network	  
throughput	  

•  More	  accurate,	  reliable	  
sta=s=cs	  available	  to	  
users,	  reporters	  
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