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C-NoC	snooping	data	between	A	&	
B	and	leaking	to	accomplice	

program	C.		

Scien9fic	Impact:		
•  Uncovering	a	potent	

threat	from	a	
compromised	NoC.	

•  Demonstrate	increased	
security	vulnerabiliAes	
from	growing	use	of	
third	party	IP	blocks.	

Solu9on:		
•  Detailed	design	of	novel	

threat	model	stemming	
from	Compromised	NoC.	

•  HolisAc	layered	security	
mechanism	to	counter	
compromised	
communicaAon	plaEorm.	

Challenge:		
•  MulAcore	evoluAon--

Increased	emphasis	on	
employing	third	party	IP	
blocks	to	reduce	cost.	

•  Increased	vulnerability	of	
MPSoCs	to	malicious	third	
party	NoC	IP..	

Broader	Impact:		
•  Boost	the	MPSoC	plaEorms	by	

playing	a	central	role	in	their	
security	enhancement.	Co-I	
acAvely	involved	with	the	
Center	for	Women	and	
Gender	(CWG)	group	and	the	
Society	of	Women	Engineers	
(SWE).	The	Co-I	holds	sessions	
at	Engineering	Extravaganza.		
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