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Interest'and'Par+cipa+on:'

•  2!workshop!plenary!talks!from!senior!researchers!(45!minutes)!
•  6!invited!talks!from!early!career!CPS!researchers!(15!minutes)!
•  9!oral!highlight!presentaHons!selected!among!parHcipants!(5!minutes)!
•  48!interacHve!poster!presentaHons!from!all!parHcipants!
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Theories!for!
Distributed!Design!

FoundaHons!of!
Security!

Big!Data:!Balancing!
Privacy!and!Mining!

Interoperability! Safe!and!Trustworthy!
Systems!

AutomaHon!and!
Human)in)the)loop!

Energy!and!
TransportaHon! RoboHcs! New!CPS!Domains!

and!ApplicaHons!

Discussion'Topics:'

Founda*ons1

Cri*cal1Infrastructure1
and1Systems1

CPS1Applica*ons1

•  First!CPS!workshop!targeHng!early!career!professionals.!
•  ParHcipants!across!academia,!industry,!and!government,!!
with!experHse!in!CPS,!energy,!transportaHon,!and!healthcare.!

Highlights:'

Aim:'To!foster!innovaHve,!thought)provoking!discussions!
exploring!new!fronHers!of!CPS!among!early)career!
professionals!(senior!graduate!students!and!recent!Ph.D.’s).!

Representa+ve'Poster'Topics:'

Future'Technical'Challenges'in'CPS:'
•  Reliability!and!efficiency!in!dynamic,!uncertain!environments!
•  Modeling!and!predicHng!human!user!intent!
•  DetecHng/miHgaHng!security!breaches!and!system!failures!
•  Sharing!control!authority!between!human!users!and!CPS!
•  Developing!open!plaeorms!and!protocols!to!promote!!
accessibility!and!interoperability!!

Important'Discussion'Topics'between'CPS'Researchers'and'PolicyHMakers:'

•  Acceptable!tradeoffs!between!user!privacy!and!data!uHlity.!Should!different!standards!exist!for!research!vs.!commercial!use?!
•  Liability!in!human)in)the)loop!CPS!)!human!operator,!system,!or!designer?!
•  Ethical!consideraHons!for!modifying!human!behavior!through!CPS!(e.g.,!energy!consumpHon!incenHves,!transportaHon!rerouHng,!
altering!health!and!well)being!choices!etc.).!

•  Informing!public!about!CPS!privacy,!security,!trustworthiness,!and!uHlity!concerns.!

Safety!Hybrid!Control!with!IntenHon!
Inference!in!TransportaHon!CPS!

Sze'Zheng'Yong,'MassachuseMs'InsOtute'of'
Technology''

!

Safety Hybrid Control with 
Intention Inference for 
Semi-autonomous Cyber-
Physical Transportation 
Systems 

This project involves improving the safety of (semi-)
autonomous vehicles at intersections by including the 
inference of the intention and inputs of other vehicles. 
Goal: Development of fundamental theory and 
computationally efficient algorithms for intention 
inference and safety hybrid control of cyber-
physical transportation systems.  

Project Overview 
The challenge is three-fold: 
•  Modeling 

•  Intention as motion 
planner at a cognitive 
level (Model: discrete 
mode) 

•  Decision as motion 
execution (Model: 
unknown input) 

•  Hidden mode hybrid 
systems with unknown 
inputs 

1.  R. Verma and D. Del Vecchio. Safety control of 
hidden mode hybrid systems. IEEE Transactions 
on Automatic Control , 57(1):62-77, 2012. 

2.  Hanlon, P.D.; Maybeck, P.S., "Multiple-model 
adaptive estimation using a residual correlation 
Kalman filter bank," Aerospace and Electronic 
Systems, IEEE Transactions on , vol.36, no.2, 
pp.393,406, Apr 2000.  

3.  S.Z. Yong, M. Zhu, and E. Frazzoli. A unified 
framework for simultaneous input and state 
estimation of linear discrete-time stochastic 
systems. Automatica, 2014. In review. 

Sze Zheng Yong 
Laboratory of Information and 
Decision Systems, MIT 

Background 

Proposed Methods 

Potential Impact 

References 

Dealing with hidden 
modes and disturbances 

in CPS systems? 
Contact me:   

szyong@mit.edu 

This project will develop 
• an approach for intention inference and 

safety hybrid control without resorting to 
overly conservative measures, 

• an understanding of issues associated to 
intention/mode inference such as 
identifiability and set identifiability, 

• general tools for estimation and feedback 
control of hidden mode hybrid systems.  

The developed tools can be applied to other 
cyber-physical systems such as smart electric 
grids and healthcare devices where there are 
uncertainties in operating modes and/or 
disturbance inputs arising from the interaction 
with non-communicating systems. 
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The system is cast in the framework of hidden 
mode hybrid system with unknown inputs: 

-!"#!continuous state (positions and velocities),   
- q:={1,2,…N}: discrete state or mode (intention of 
other vehicles),  
- u : known control input (input of own vehicle), 
- d:  unknown disturbance input (input of other 
vehicles),  
- w, v:  process and measurement noises, 
- y: output measurements. 

Modeling 

Control Inference 

graphic 
goes  
here 

In the United States of 
America alone, over 30,000 
people die in road crashes 
each year and about 40% 
of those accidents occur at 
intersections.  

Intention Decision 

•  Inference 
•      Simultaneous mode, input and state estimation 
•      State and input observability 
•      Mode identifiability 

•  Control 
•      Safety control with mode uncertainties 
•      Separation of control and estimation 0 
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The multiple model estimation approach in 
conjunction with a recent work on optimal input 
and state estimation will be used for simultaneous 
mode, input and state estimation for mode 
identifiable/set identifiable systems. 

The mode and input estimates are then used 
to compute the bad set (unsafe continuous 
states), while the state estimate is used for 
safety hybrid control, i.e., to navigate the 
vehicle away from the bad set.  

4.  http://www.automotiveit.com/
6-winners-in-us-connected-
vehicle-competition/news/
id-003421 

Transporta*on1

IntuiHve!Human)in)the)Loop!Control!
for!Medical!Cyber)Physical!Systems!

Ann'Majewicz,'Stanford'University''
!

Human1Health1

Data)driven!Wildlife!Ecology,!Habitat!
Management!and!Environmental!Sensing!

Robert'MacCurdy,'Cornell'University''
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Data-driven Wildlife Ecology, Habitat Management and Environmental Sensing 

Distributed Dynamic Biological Sensor 
Network (DDBSN) would utilize animals as 

mobile environmental sensing platforms 

by applying inexpensive long-lived wireless 

sensor nodes (tags) to them, and linking 

those nodes with data aggregation and 

analysis tools 

• Worldwide bird population estimates: 200 – 400 

Billion1; North American migrants: 3-5 Billion2 

• Technical capabilities limit sample sizes to < 30! 

• Zoonotic pathogens (H5N1, H7N3, WNV) attracting 

intense interest, but observations labor-intensive 

• Migration routes utilize common stop-over sites, 

and include natural constrictions with very high 

bird density → an opportunity for instrumentation! 
 

1. Kevin J Gaston and Tim M Blackburn. How many birds are there? Biodiversity & Conservation, 6(4):615–625, 1997. 

2. Peter Blancher and Jeffery Wells. The boreal forest region: North America’s bird nursery. Canadian Boreal Initiative and Bird Studies Canada. 

9 pp., 2005. 

Key Technology Challenges 

• Communications 

� Satellite; Aerostat; UAV; Manned aircraft; Local terrestrial 

• Energy 

� Efficiency; Energy harvesting; New Batteries 

• Sensors 

� Gas; Blood chemistry; Pathogens; Env. Contaminants 

• Data Management 

� Archival (huge data volumes); Mining; Display & UI 

 

A “Digital Turnstile” for birds 
• Natural constrictions in the 

migration path increase the density 

of birds during migrations 

• “Critical migratory locations” due to: 

terrain, water, natural resources 

• Ideal location for communications 

infrastructure: 
o Logged data can be downloaded 

o New commands uploaded 

o Intensive localized monitoring 

(tracking) possible in these regions 

New Sensors 
• Uric Acid (metabolism) 

• Cortisol/cortical sterol 

(stress) 

• Viral/bacterial 

infections (lab-on-chip) 

• Chemical (weapons / 

accidental release 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

A Gumus, S Lee, K Karlsson, R Gabrielson, DW Winkler, and 

D Erickson. Real-time in vivo uric acid biosensor system for 

biophysical monitoring of birds. Analyst, 139(4):742–748, 2014. 

Local Intensive Monitoring of Critical Locations 
• Regional network provides data & location 

• Time of Arrival system: precise positioning 

• Thousands of animals can be tracked simultaneously 

• Multi-year lifetime; multiple seasons 

• Inexpensive tags 

(<$50) 

• Sub-gram mass 

• +/- 10 m accuracy 

• Portable system 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

MacCurdy, R. B., Gabrielson, R. M., and Cortopassi, K. A. Handbook of Position Location: Theory, Practice, and Advances , 1129–1167 (2012). 

MacCurdy, R. B., Gabrielson, R. M., Spaulding, E., Purgue, A., Cortopassi, K. A., and Fristrup, K. M. Journal of Communications 4(7), 487–495 (2009). 

Robert MacCurdy       Cornell University 

Energy ~ Mass 
• Tags must be lightweight to be widely applicable 

• 1 gram can be carried 

by 50% of bird & bat 

species 

• Efficiency! 

• Harvest energy 

 

 

 

 

 
 

T. Reissman, R. B. MacCurdy, and E. Garcia, “Electrical power 

generation from insect flight,” SPIE Smart Structures and 

Materials, 2011, pp. 797702–797702. 

 

Minimum size to 

carry 1 g tag 

10 
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Efficient!InformaHon!Spread!Control!in!
Cyber)Physical!Systems!

Ali'Khanafer,'University''of'Illinois'at'UrbanaR
Champaign'!

Efficient Information Spread Control in Cyber-Physical Systems 

Ali Khanafer and Tamer Başar 
Coordinated Science Laboratory, ECE, University of Illinois at Urbana-Chamapign 

Networks in CPS 
•  Reliable networks are vital  
    for information exchange  
    among system components 
•  Future generation networks  
    will comprise millions of users 
    and connections 
•  Efficient information propagation 
    affects many networked systems 

•  Directing traffic 
•  Quarantining patches in networks 
•  Regulating spam and rumor spread 

(www.complexification.net) 

Proof of Concept: Virus Spread Control 
•  Two states per node: healthy or infected 
•  Curing:            ; Infection:   

 
 
 
•  Prob. of infection:                 . Graph adjacency matrix:  

 
•  Control curing rates of a limited subset of nodes; uncontrolled 

nodes depend on their arbitrarily small immunity 
 
 

Low Cost Network Curing 
 
 
 
 
 
 

•  Implication on required number of control nodes: 

Goal I: Controllability via Limited Control 
•  Information spread control schemes must be scalable 
•  Common theme: control every node – infeasible and expensive 
•  Two fundamental questions 

•  Q1: What is the minimum number of controllers required? 
•  Q2: Which nodes should be controlled? 

•  Approach: Exploit advances in classification algorithms to employ 
feedback control theory 

 

ẋ = f(x, y, u)

ẏ = g(y, x, v)
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Fig. 4: A star graph with Sontag’s universal controller
implemented at the root. n = 10.

show that p

? is GAS. Finally, we proposed a method that
allows for stabilizing the state to the origin using a limited
number of controllers.

Future work will focus on the formulation of various
optimal control problems in terms of curing rates, under-
standing the stability properties of directed graphs, further
investigation of the fundamental limitations to stabilizability
of infected networks, and studying decentralized control
designs.
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Theorem 
Stabilization achieved by placing controls so that no path exists 
between two uncontrolled nodes 

Goal II: Robust Distributed Controllers 
•  Achieve global objectives with limited information about the network 
•  Objective: implement distributed controllers that are 

•  Feature 1: Robust to adversarial intervention 
•  Feature 2: Robust to large modeling uncertainties 

•  Approach: Use a game-theoretic framework which allows for 
various models of agents and yields robust strategies 

 
 
 
 
 
 

Proof of Concept: Robust Multi-Agent Systems 
•  Centralized worst-case attack to disrupt distributed computation 
•  Adversary is allowed to break a subset of the links 

•  Implication: Optimal attack depends on local quantities 
•  Distributed defense mechanisms can be effective 

max

u2U

Z T

0
k(t)|x� x|2dt

subject to ẋ = A(u)x, x(0) = x0

||u(t)||1  `

Theorem 
The optimal strategy at time   is to 
break    links with maximum 
                                           values               

`
t

wij(t) = aij(xi(t)� xj(t))
2

Poi(�i) Poi(�i)

pi(t) 2 [0, 1]

Virus Spread Control Virus Spread as a Concave Game

n-Intertwined Model [Van Mieghem,Omic,Kooij’09]

Each node associated with a 2-state Markov chain: infected or cured
Let pi (t) 2 [0, 1] be the infection probability of node i

I S

�i

P
j 6=i

aij�jpj(t)

Let p = [p1, . . . , pn]T , P = diag(p1, . . . , pn), D = diag(�1, . . . , �n),
and B = diag(�1, . . . , �n)

ṗ(t) = (AB � D)p(t)� P(t)ABp(t).

Can have multiple equilibria
Exp convergence to all-healthy state: �1(AB � D) < 0

Ali Khanafer (UIUC) Information Spread in Networks February 12, 2014 19 / 26

ṗ(t) = (AB �D � U(t))p(t)� P (t)ABp(t)

D = diag(�1, . . . , �n), B = diag(�1, . . . ,�n)

P = diag(p1, . . . , pn), U = diag(u1, . . . , un)

�i = ✏ () ui = 0

�i = 0 () ui > 0

Star: 1; Path: n/2; Binary Tree: 1
3 (2

` � 1), ` > 2 (even)

Defense1

Cyber)Physical!System!!
for!Material!Handling!

Jun'Seo,'University'of'Pennsylvania'
!

Cyber-Physical Systems (CPS) for Material Handling 
 

Jun Seo (juse@seas.upenn.edu), PhD Candidate 
with Dr. Mark Yim and Dr. Vijay Kumar 
GRASP Lab, University of Pennsylvania 

 

Related Research in Our Group 
and Potential Impacts on Industry 

“Grasping by software 
that implements  
provably correct 

algorithms and  
hardware that is 

mathematically 
complete.” 

 !Scan the QR code to watch a video. 
 

Material Handling by CPS 
: Physical Plant + Control Algorithm 

Mathematics and Theory 

Proposed Research 
for the “Material ” side 
: Autonomous Robotic Assembly 

Proposed Research 
for the “Handling ” side 

: Autonomous Robotic Grasping  

Mathematics and Theory 

Design and Algorithm 

Implementation 

We gratefully acknowledge the support of NSF 1328805, 1138847, ARL W911NF-10-2-0016, and ONR N00014-09-1-1031. 
Photo courtesy: wikimedia.org, Elizabeth Beattie, Nick Eckenstein, Justin Thomas, Denise Wong 
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Wearable Robot 

Beattie et al. “Titan Arm” 

Bacteria-propelled System 

Wong et al., APL 

Aerial, Dynamic Grasping by Quadrotor 

Thomas et al., ICRA  

Disaster Response 

Manufacturing 

Space Exploration 

Logistics 

Theorem: Every polyhedron can be immobilized by at 
most three appropriately concave effectors, which 

can be as simple as the planar, cylindrical, and 
spherical effectors below. 

Design and Algorithm 

Moreover, the grasps can be acquired in a stable manner by controlling a Lyapunov 
function defined on the configuration of the effectors; this facilitates the design of 

involved CPS in that we do not need instantaneous situational awareness.  

Immobilizing the octahedron 
with three spherical effectors 

Immobilizing the pyramid with a 
spherical, a cylindrical, and a 
planar effector 

Immobilizing the tetrahedron 
with two cylindrical effectors 

Whole-arm graping for modular robot systems 

Implementation 
Modular end-effectors to be 
docked with the modular arm 
links 

Two-armed robot outfitted with 
the curved end-effectors 

Stage 1: “Preshaping” for a cage 
by ordinary motion planning 

The resultant preshape Stage 2: “Squeezing” for a stable grasp 
by our energy-based approach 

Modular two-armed robot 

4-by-2 arm configuration 3-by-3 arm configuration 2-by-4 arm configuration 

“Assembling by software 
that implements  
provably correct 
algorithms and  
hardware that is 
mathematically 
complete.” 

  !Scan the QR code to watch a video. 

With identical, rectangular building blocks moving on 
the plane, every planar structure of the common 
brick wall pattern can be constructed without 
reachability concerns (for example, see below), 
under some mild assumptions. 

We want to fill in the top row,  
but a block will eventually have to pass through  
a narrow gap, which doesn’t seem to exist currently. The obvious narrow gap is essentially blocking 

the incoming block. 

The fact facilitates the design of involved CPS: the system doesn’t have to address 
peg-in-hole assembly. Moreover, the brick pattern is structurally sound. 
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Hardware: Modules are only required to 
mechanically dock with others along their 
“longer” edges, like the LEGO blocks; we can 
also prove the completeness of the idea. 

Software: Our software is based on graph theory and supports distributed assembly. 

Rectangular modular “boats” 

Two boats are docking along their longer edges. 

Target structure 
Assembly plan as a directed acyclic graph Traversing the graph in a distributed manner 

Self-Assembly 

Eckenstein et al., ICRA 

Healthcare 

Military 

Landing platform  
for an aerial vehicle 

Bridge 
for a ground vehicle 

The continental US composed of 207 modules 

Manufacturing1

A!Framework!for!the!Impact!Analysis!of!
Data!Quality/Integrity/Privacy!in!Cyber)

Physical!Electric!Energy!Systems!
DaeRHyun'Choi,'Texas'A&M'University'

!

A Framework for the Impact Analysis of Data Quality/Integrity/Privacy
in Cyber-Physical Electric Energy System

Dae-Hyun Choi (cdh8954@neo.tamu.edu) and Le Xie (Lxie@ece.tamu.edu)

Motivation
•Emergence of heterogeneous multi-scale spa-
tial sensor data in cyber-physical electric
energy systems
–Synchrophasor data (transmission level)
–Smart meter data (distribution level)

•Smart grid cyber security and privacy
–Data integrity attack on physical and eco-
nomical grid operations [1], [2]
–Violation of consumer privacy by monitor-
ing energy usage data maliciously [3]

•Need for novel frameworks and algorithms
to analyze and design robust cyber-physical
electric energy systems against bad/malicious
multi-scale spatial data

Figure 1: Smart grid operations based on ad-
vanced grid sensor data

Proposed Research Goals
The proposed research is conducted along the
following directions related to (1) data qual-
ity, (2) data integrity and (3) data privacy:

(a) develop a unified system-wide monitoring
tool for multi-scale spatial grid data qual-
ity analysis

(b) create a resilient multi-area state estimation
architecture and sensing/communication sys-
tem to mitigate the risk of data integrity
attack

(c) develop a novel data privacy-preserving al-
gorithm and infrastructure to prevent mali-
cious energy consumption monitoring

MMS 

EMS 

DMS 

µGEMS BEMS HEMS 

G1 G1 

G1 

* EMS/MMS: Energy/Market Management System, DMS: Distribution Management System
* µGEMS/BEMS/HEMS: Micro Grid/Building/Home Energy Management System

Figure 2: Multi-Scale Spatial Model for Electric Power Grid and Grid Management System

Data Quality-Aware
Multi-Scale Decision Making

Goal: development of a unified framework
for multi-scale spatial data quality analysis
•Design of interface between heterogeneous
grid management systems
–Definition of exchanged data type

•Proposal of performance metric to assess multi-
scale spatial data quality
–E.g., three-level KKT condition perturba-
tion approach-based sensitivity matrix S:

S =
∂πMMS
∂zDATA

=
∂πMMS
∂x̂EMS

·
∂x̂EMS
∂ŷDMS

·
∂ŷDMS
∂zDATA

! πMMS: state variable in MMS
! x̂EMS: (estimated) state variable in EMS
! ŷDMS: (estimated) state variable in DMS
! zDATA: sensor data for DMS

Data Integrity-Resilient
Power System State Estimation
Goal: development of attack-resilient multi-
area state estimation

Administrative Local Control Area (ALCA)  (Ai)
Error Residual Spread Area (ERSA) (Ei)

E2

E1

E3

A1

A3

A2

A4

(a)Ai!Ei

E2E1

E3

A1

A3

A2

A4

E5 E4

Administrative Local Control Area (ALCA)  (Ai)
Error Residual Spread Area (ERSA) (Ei)

(b)Ai⊇Ei

(a)ALCA does not overlap ERSA
False data in A4 affects the residuals in A3

→ malfunction of bad data detection in A3

(b)ALCA completely includes ERSA
False data inA4 are localized inE4,E5"A4

→ a novel sensor placement strategy re-
quired

Data Privacy-Preserving Model
for Smart Metering

Goal: design of privacy protocol and algo-
rithm for smart metering
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•Additive noise-based statistical smart meter-
ing model for data privacy (e.g., Gaussian
mixture model)

•Development of method for LSE’ estimating
spatial and temporal aggregated energy con-
sumption from corrupted meter data

Potential Impact on CPS
Reliable, economical and secure cyber-physical
electric energy systems can be analyzed and
operated by the proposed frameworks and al-
gorithms:
•A unified system-wide monitoring and visu-
alization tool on the level of multi-scale spa-
tial data quality

•Architecture and algorithms to detect poten-
tial cyber data integrity attacks and protect
consumer’s data privacy frommalicious mon-
itoring
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